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MpakTnyecko pbKOBOACTBO 3a KOHhUIypUpaHe Ha YAOCTOBepeHue 3a enekTpoHeH noanuc ¢ Mozilla Firefox

1 Windows 6a3npaHu onepaLMoHHN CUCTEMU

PBKOBOACTBO HA MOTPEBUTENA - Bepcusa 4.0

ToBa PBKOBOACTBO € npefHa3Ha4eHo 3a I'IOTpeﬁVITeJ'IVI, nputexasally CMapT KapTu, NpeaocTtaBeHn OT

WHdopmaumorHo obcnyxsaHe AL, ¢ nHaekceH Homep CHXxx-xxxx unm StamplTxxx:
CbabpxaHue:

1. WHcTanupaHe Ha moayn 3a ynpaBneHue Ha CMapT KapTa - 3alUTeHO yCTPOWCTBoO/security

device/
2. WHcTanupaHe Ha 6a30BM 1 onepaTMBHU cepTUdMKaTK
1. WUHctanupaHe Ha moayn 3a ynpaBrieHue Ha CMapT KapTa

WHcTanupaHe Ha Moayn 3a ynpaBNeHMe Ha CMapT KapTaTa/3alluTeHO YCTPOWNCTBO/ Ce W3BbpLUBA Mpy
npeaBapuTeriHO MHCTaNMpaH aBTOMATUYEH UHCTaNaTop, KOMTO CrefBa [ja e U3TErnn 1 cTapTupa oT www.stampit.org
B cekumsi codptyep. Criea ycnelwHo MHeTanupaH codTyep 3a ynpaeneHue Ha cMapT kapTi, crieaea aa koHdurypupate

Mozilla Firefox 3a paboTa cbc cepTudmkaTy.
AkTyanHata Bepcusl Ha Opay3epa KbM MOMEHTa Ha Cb3faBaHe Ha pbkoBoacTBOTO € Firefox Browser 71.0

» Craptupainte Mozilla Firefox n n3bepete nocneposarenHo Tools > Options > Privacy & Security >

HaTucHeTe 6yToHa <Security Devices...> /dur. 1.1/.
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ﬁ General
ﬁ Home
Q Search

Eﬂ Privacy & Securityj

e Sync

# Extensions & Themes

@ Firefox Support

Firetox Data Collection and Use

We strive to provide you with choices and collect only what we need to provide and improve
Firefox for everyone. We always ask permission before receiving personal information.

Privacy Notice

/| Allow Firefox to send technical and interaction data to Mozilla Learn more
/| Allow Firefox to make personalized extension recommendations Learn more
/| Allow Firefox to install and run studies View Firefox studies

Allow Firefox to send backlogged crash reports on your behalf Learn more

Security

Deceptive Content and Dangerous Software Protection
/| Block dangerous and deceptive content Learn more
/| Block dangerous downloads

/| Warn you about unwanted and uncommen scftware

Certificates

When a server requests your personal certificate
Select one automatically
@ Ask you every time

Query OCSP responder servers to confirm the current validity of View Certificates...

certificates
| Security Devices... I

¢ur. 1.1

» 3a pga pobaBuTe HOBO 3aLLMTEHO YCTPOWCTBO, OT NOSIBMAMS CE Mpo3opeL, HaTucHeTe ByToHa <Load> /cpur.

1.2/

Device Manager X

Security Modules and Devices
v NSS Internal PKCS #11 Module
Generic Crypto Services

Software Security Device
w Builtin Roots Module

NSS Builtin Objects

Details Value

OK

¢ur. 1.2

> 0 XenaHue MOXeTe Ja 3afafeTe MMe Ha 3aluTeHOTOo yCTporcTeo B noneto <Module Name> 1 ¢ nomowyra

Ha 6yToHa <Browse> nocoyete nbTs fo 6ubnuotekata 3a ynpasneHue Ha cmapt kaptata cmP11.dll nnu
cmP1164.dll, kosito ce Hamupa C:\Windows\System32 /cpur. 1.3/



ﬂ Documents |_'| cmintegrator.dll 12.4.2018 . 2:34

‘ Downloads |_'| crnkSP.dil 3.92017 r. 12:29
D Music %] emlua.dil 1242018 . 2:34
o ri*gcmmunaz.ae 1242018 r. 2:34
| Pictures :
| emP1164.dIl 3.9.2017 r. 15:53
B Vvideos IJ j -
_ %] crnpbk32.dll 1242018 r. 2:34
= Local Disk (C) 5 crmsto.exe 12.4.2018 . 2:34

¢ur. 1.3

> AKo MHCTanauusiTa e npemMuHana ycneLwHo, criefga Aa ce nosiBu ekpaH, noaobeH Ha To3u oT dur. 1.4

Device Manager 3
Security Modules and Devices Details Value .
v NS5 Internal PKCS #11 Maodule Module stampit
Generic Crypto Services Path CAWindows\System32\cmP1164.dll -

Software Security Device Change Password

~ stampit
oot | Jons

ACS CCID USB Reader 0

Dell Smart Card Reader Keyboard 0 Unload

v Builtin Roots Module

MNSS Builtin Objects

¢ur. 1.4

- HatucHete 6yToHa <OK>, 3a ga 3aTBopuTe npo3opeLa.

2. WucranupaHe Ha ny6nuyHute yaoctoBepeHus/ceptudomkatn/ Ha StamplT

MoceTeTe ouuynanHata cTpaHnya Ha StamplT — www.stampit.org 1 n3bepete cekums nybauyeH perucTsbp.
MocnenosatenHo umnopTupainTe bazoso u onepatneHo yaoctoeeperne Ha StamplT — StamplT Global Root CA u

StampIT Global Qualified CA, kaTo kn1kHeTe BbpXy TSX W CneaBaTte CTbKUTE, NOCOYEHN Ha dour. 2.1 v dour. 2.2:
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BT B U B _

@
\ YIocTOBEpEHHE 33
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Kakso e YEN
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MogHoBABaHE

MncTanaywa va YEN
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O & https://stampit.org/ba/page/814

e @ 1} Q, search

' CBBPKETE CE C HAC

You have been asked to trust a new Certificate Authority [CA). # o700 14 220

AerGHOWHD
Do you want to trust "StamplT Global Reot CA" for the following purpeses?
eerct i (R i 7 i s _
Trust this CA to identify email users. English = .k

Before trusting this CA for any purpose, you should examine its certificate and its policy
and procedures (if availabla).

View Examine CA certificate i ]
INIEY LY

Cancel

E?g} ABTOM3TH3XDEHO MMNOPTHPEHE HE BCHYKKM MYBNMYHK YAOCTOBEDEHHA Ha StamplT
BaxHo!!! MPEnopLUHTENHO 38 BERYKA Windows 6a3MpaHi oNepaLMoHHH cHETEMH. Ako paBoTure ¢ Windows 7 uni no-
BUCOKA BEPCMA, 33 3 MMIOPTMPATE YN0 GAI0BATE YAOCTOBEDEHMA Ha StamplT, MATEINETE M MAMLNHETE KATO
ANMUHKHCTPATOD/ KNMKMETE € AeceH BYTOH BepXy WaTernexus dain v wabepere Run as administrator/

StampIT® yeayri

Npoeepka cTaTyc Ha
YAOCTOBEPEHMA

EnexTpoHta nowa

¥nocTosepReaHe Ha
speme Time Stamp

3anABeTe e-nNoanuc on-

| ~

My no eIDAS

5a3oso yaocToBepeHyHe Ha StamplT - StamplT Global Root CA I
;Eplﬂm

TEIIB 2 DO BAIBS 2L 1T (Hex]
Banwger oT: 14 Mai 2017 r. 13:50:12 GMT
Bankgex ao: 14 Ma# 2037 r. 13:50:12 GMT
OTnevatsi SHAL: 31:93:85:CF:31:25:EE:9E:00:45: AE:3C:A1:09:B0:47:1B:74:54:FE

| OnepatveHo yaocToBEpeHwe Ha StamplT - Global Qualified CA I

yaoc

line Bannaek ot: 14 Maid 2017 r. 16:44:47 GMT
Banwgen go: 14 Ma# 2037 r. 16:44:47 GMT
‘ MopTan enekTpoHHK vc.w* OTnedaTer SHAL: CB:0S9:1E:19:FB: 2F:4E:FC:4F:C9:AC:83:25:02:84:9F:E5:00:84: 01

¢ur. 2.1

© & https://stampit.org/bg/page/814 o @ || Q Search

' CBBLPMKETE CE C H#

.
. You have been asked to trust a new Certificate Authority (CA). & o700 14 220
mp : AEHOHOWHI
L]
Do you want to lmstl"StampIT Global Qualified CA""or the following purposes?
Hauano = MyGnuyen pe Trust this CA to identify websites.
Trust this CA to identify email users. English = .k
[ YaoCTOBEPEHWE 33 ﬂ
enexkTpoHeH nognuc (YEM) Before trusting this CA for any purpose, you should examine its certificate and its policy =

Kaxso e YEN
Twnose YEN
MWanasane
MNoaxoenBaHe
MrcTanauwa wa YEN
LeHw

| ~

StampIT® ycnyrun

MpoBepka cTaTyc Ha
YAOCTOBEPEHMA

EnexTpoHHa nowa

¥gocTosepReaHe Ha
BpemMe Time Stamp

3anBeTe e-noanwvc on-
line

[ MopTan enekTPoHHW w:.rry*

and procedures (if available).

i

wlafal !

View Examine CA certificate

' ABTOM3TWIHDEHO MMNOPTHPAHE HA BCHYKK NyBAWYHKM YAOCTOBEDEHKMA HA StamplT

Bamso!!! Mpenope4qTendo 3a acudkyd Windows 6a3upadd ONepaUMoMHH cHcTeMi. Ako pabGotuTe ¢ Windows 7 wnn no-
BACOKE BEPCHA, 33 A3 WMNOPTUDATE YENEWHo GA30BMTE YAOCTORBEPEHWA Ha StamplT, HITErNETE W MAMBNHETE KATO
BAMHHHCTPATOR/  KNMKHETE ¢ feceH GyTOH BepXy MaTernedun dain ¥ wabepete Run as administrator/

MyGnwuuHn yooctoseperdna no eIDAS

Ba3oso yapcToBeperne Ha StamplT - StamplT Global Root CA

Ceprer Homep: 43:1B:2F:D9:6A:B3:21:19 (Hex)

BanwaeH oT: 14 Mai 2017 r. 13:50:12 GMT

Banwaed go: 14 Mai 2037 r. 13:50:12 GMT

Otnevatek SHAL: 31:93:85:CF:31:29:EE:9E:00:45:AE:3C:A1:09:B0:47:1B:74:54:FE

QOnepaTvBHO yAOCTOBEDEHNE Ha StamplT - Global Qualified CA

CepueH Homep: 06:99:E4:AB:96:F3:AD: 9B (Hex)

Banwaed oT: 14 Maid 2017 r. 16:44:47 GMT

Banwaed go: 14 Mai 2037 r. 16:44:47 GMT

Otneyatek SHAL: CB:09:1E:19:FB:2F:4E:FC:4F:C9:AC:83:25:02:B4:9F:E5:00:84:01

¢ur. 2.2

» T[lotebpgete ¢ <OK> 3a ga 3aBbpLumte koHuUrypupaHeto. Bawmsr Firefox e rotos 3a pabota.



113abenexka: He m3nonasante 6ytoHa <Delete> npu npernen <View Certificates>. ToBa we gosege Ao

U3TPUBaHe Ha Bawwus cepTU(IMKAT U YacTeH KNKY OT CMapT kapTaTa U He MOXe Aa ObJe Bb3CTaHOBEH.

Certificate Manager

Your Certificates People Servers Authorities

You have certificates from these organizations that identify you

Certificate Name | security Device | Serial Number | Expires On

~ Information Services...

Elin Todorov Kolev StamplT-000047E80... 1D:65:06:F8:38:67:... June 18, 2021

He uznonzeaiite 6ytoHa Delete!!!

Backup... Backup All... Import...

3a [J0MbHUTENHN BLMPOCK:
Ten: +359 2 9656229, +359 2 9656290

support@mail.stampit.org



