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LWeHWe Ha 3aKoHa 3a aBTOPCKOTO NpaBO U CPOAHUTE My Mpasa.
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1.1

1.2

Oo6w npernen

To3wu pasgen npasu 06w, nperneg Ha Ny6MYHUTE YAOCTOBEPUTENHM YCAYIM Ha
StamplT.

[AocTaBuYMK Ha YAOCTOBEPUTEJIHU YCJIYyTU

“MHdopMaunoHHO obcnyxBaHe” ALl e 4OCTaBUMK Ha yAOCTOBEPUTENHN YCIYTn N pa-
60TN B CbOTBETCTBME CbC 3aKOHA 3a eNeKTPOHHUSA AOKYMEHT U eNeKTPOHHUS Noanuc
(3EAEM) » noa3akoHOBMTE HOPMATMBHM aKTOBE, M34afAeHW MO HEroBOTO MpuiaraHe.
“NHdopmaunoHHo obcnyxBaHe” ALl npenocTtaBs yoOCTOBEPUTENHWN YCNYrn rnocpeac-
TBOM YA0CTOBepsBall, opraH U Mpexa oT Peructpumpaluim opraHu. YaocTtoBepsBalwmUaT
OpraH M perncTpupawuTte opraHu M3BbpLIBAT AENHOCTUTE CU MO NpefocCTaBsHe Ha
yOOCTOBEPUTENHUTE YCNYrM OT MMETO M 3a cMeTKa Ha “MHdopMaunoHHo obcnyxBa-
He” A/.

1.1.1 ypaocrosepsaBal, opraH

StamplT e YaocToBepsBawWMAaT opraH Ha “MIHdopMaunoHHo obcnyxBaHe” ALl, KOMTO
nsgasa cepTuduKaT OT BUCOK KAac Ha PU3NYECKN UK IPUANYECKN nuua. YA0CTo-
BEPSBALLUMAT OpraH M3BbplUBa AEMHOCTU, CBbP3aHM C DYHKUMUTE Ha Nyb6ANYHMSA
K/1104, KOMUTO BKJ/IOYBAT u3gaBaHe, NMogHOBsIBaHe, CnnpaHe n Bb306HOBsIBaHe, npek-
paTsiBaHe Ha cepTudumKaT, BOAEHE Ha PerncTbp U OCUrypsiBaHe Ha AOCTbN A0 Hero.

1.1.2 Perncrpupawim opraHm
YpocToBepsBaWMAT OpraH usgasa ceptudukatn crel M3BbpliBaHe Ha NpoBepKa Ha
MOEHTMYHOCTTa Ha aboHaTa. B Tasm Bpb3ka “MNHdopmaumoHHo obcnyxeaHe” AL
npeaocrassa ycnyrute cm Ha aboHaTuTe upes3 Mpexa oT Permcrpmpalum opraHu, Kou-
TO UMaT cnegHnTe PyHKUNK:
* npueMaT, NpoBepsiBaT, 0406paABaT MM OTXBBLPAAT UCKAHMSATA 3a M3[4aBaHe Ha
ceptndunkaTm;
"  pernctpupart nojafdeHuTe WuCKaHua 3a cepTUdUKaUMOHHU YyCAyrM Ha
StamplT;
"  yyacTBaT BbB BCMYKM eTanu npu naeHtuduumpaHeTo Ha aboHaTuTe, KakTo e
onpegeneHo ot StamplT, B 3aBUCUMOCT OT Tuna ceptmdukaT, KONTO U34aBarT;
* o30BaBaT ce Ha odwuuManHW, HOTapuasaHO 3aBepeHn VAW APYrn MOCOYEHMU
AOKYMEHTU, 3a Aa NpoBEpPST UCKaHeTo, NoAaAeHO OT 3asBuUTenNs;

= cnep ogobpeHue Ha UckaHeTo, yBegomasaTt StamplT ga unsgage ceptudukar;
"  pernctpupart nogageHuTe 3asBKW 3@ NOAHOBSABaHE, NpeKpaTsaBaHe, BPEMEHHO
cnmMpaHe 1 Bb306HOBSIBaHE Ha AENCTBMETO Ha cepTuduKkaTu.
Pernctpupawmte opraHn encrTBat Ha MECTHO HMBO C ogobpeHne u cneg oTopusmnpa-
He OT cTpaHa Ha “WHdopmaumoHHO obcnyxBaHe” ALl, B CbOTBETCTBME C HEroBUTE
NpakTUKN 1 npoueaypum.

yYaocrosepeHus 3a enekTpoHeH noanuc (EnekrpoHHu ceptucdumkaTtn)

YAOCTOBEPEHUETO 3a eNeKTPOHeH MoAMWC, Hapuv4aHo No-HaTaTbK 3a kpaTkocT Cep-
TudukaT, npeacrasnsisa dopMmaTupaHn AaHHW, KOUTO CBbp3BaT onpeaeneH aboHar ¢
nyénmunmsa my kntod. CepTuduKaTbT AaBa Bb3MOXHOCT Ha AAAEHO NMue, KOETO
y4yacTBa B €/IeKTPOHHA TpaH3aKuus Aa AOoKaXe CaMOJIMYHOCTTa Cu npen Apyrute
y4YaCTHMLKM B Ta3n TpaH3aKuums.

CepTndukatute MoraT ga ce nonassaT 3a AEWNHOCTU, KOUTO BKJKOYBAT uMaeHTUduUKa-
umMsa, nognuceaHe, aBTeHTUdMKALMSA N KPUNTUPAHE.
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1.3

1.4

1.5

1.6

Ceptndukatute ot tnna StamplT Doc Certificate n StamplIT DocPro Certificate umat
CTaTyT Ha yAOCTOBEpPEHUS 3a YHMBepcasieH eNeKTPOHeH MoAMNuC, CbrNacHO 3aKoHa
3a efIeKTPOHHUS AOKYMEHT U eneKTpoHHus nognuc (3EAEM).

AGOHaTn

AboHaTuTe ca pU3NYEeCcKn Unn PUANYECKN Nmua, KOMTO ca Nogann uckaHe U cnepg
yCrnewHo 3aBbplUBaHe Ha npoueaypaTta, UM e bun nsgaaeH ceptudukat. MNpeam aa
6bae M3BbpLIEHaA NMpoBepka U Aa My 6bae uspgageH ceptudukar, aboHaTbT € camo
3aaBuTenN 3a ycnyrmte Ha StamplT.

ABOHaTbLT € TUTYNSP U aBTOP Ha €NeKTPOHHUS MoAnuc, B CiydamTe Npu KOUTO cep-
TUDUKATBLT € U3gaaeH Ha MU3MYECKO NNLE.

ABOHATBLT € TUTYNSAP Ha eNEeKTPOHHUSA NoAMWUC, KoraTo cepTudukaTbT € usgageH no
MCKaHE Ha pUaNYeCcKOo Ninue, a aBTOPbT Ha eNeKTPOHHUSA NOAMNMUC CbXpaHsiBa 4acT-
HUS KJIIOY M € YMbJIHOMOLWEH Aa NpeacTaBfsiBa TUTYNsipa U Aa M3BbplUBa AENCTBUSA
OT HEFOBO MME 1 3a HEroBa CMETKA.

OTHoweHusaTa Mexay “WUHdopMmaumoHHO o6cnyxBaHe” A[l, kaTto
AOCTaBYMK Ha yAOCTOBEepMUMTEsNIHM ycCslyrm v aboHaTa, ce ypexaaTt C
nUcMeH aorosop./loBepsaBalim ce CTpaHu

[oBepsiBawmTe ce CTpaHn ca dU3NMYECKM UAN IPpUANYECKN nnua, KOUTO MU3Mnona3eaT
yOOCTOBEPUTENHUTE YCIYIrn CbC cepTudukatmTe, nsgageHm ot StamplT u ce gose-
psBaT Ha Te3n cepTUdUKatn U/Man enekKTpoHHM NoAMnMCKM, KOUTO MoraT ga 6baart
npoBepeHun ypes3 NybnmuHusg K4, 3anucaH B ceptudukarta Ha aboHaTa.

3a pa 6bae noTBbpAEHa BanMMAHOCTTa Ha cepTudukaTa, KOMTO Nosy4dyaBaT, AoBeps-
BalnMTe ce CTpaHuM TpsibBa ga ce obpbwaTr kbM StamplT aupekTopusita, KoOATO
BkntouBa Cnucobk c MpekpaTtennte Ceptudukatmn (CRL), Bcekm nbT npeau ga B3eMart
pelleHne ganu ga ce 4oBepaT Ha MHdopMaumaTa nocoyeHa B ceptudumkara.

MpakTnka Ha AOCTaBYMKa NMpu npeaocraBsAsHE Ha YAOCTOBEpPUTEJSTHMU
yenyrm-NANyy (Certification Practice Statement - CPS)

[JokyMeHTHT “lMpakTuKa Ha AOCTaB4YMKa Npu npenocTaBsHe Ha yAOCTOBEPUTENHUN yC-
nyrmn”, HapumuyaH 3a no-kpatko CPS, e nybnnM4yHO m3gBNEHME 3a NpPaKTUKUTE Ha
StamplT v ycnoBugaTa Ha u3gaBaHe, BPEMEHHO CrupaHe, npekpaTdBaHe M T.H. Ha
cepTudmKaT nsganeH B riepapxmaTta oT ceptudukaTtn Ha StamplT.

To3n AOKYMEHT e Ny6/IMYHO AOCThMEH U MOXe aa 6bae HaMepeH Ha
http://www.StamplIT.org/repository/

Monntuka 3a npepocrassHe Ha yaocroBeputenHun ycnyru (Certificate
policy)

HactoawmaT nokyMeHT “lMonuMtuka 3a npegocrtaBsHe Ha yAOCTOBepuUTeNnHu ycnyrun”,
HapuuaH 3a no-kpaTtko Certificate policy e nybnnyHo nasBneHme 3a NoanuTuUKaTa Ha
StamplIT npun nsgaBaHe Ha cepTUdUKATN U BUAOBETE YC/IYIrN NPeaoCcTaBsHMN OT Hero.
To3n [OKYMEHT € pa3paboTeH B CbOTBETCTBME C M3MCKBaAHUATA Ha obuwonpuerute
MeXxayHapoaHu cneumdukaunm n 6bnrapckoTo 3aKoHOAaTesCTBO.

To3u AOKYMEHT e Ny6/MYHO AOCTbMNEH U MOXe Aa 6bae HaMepeH Ha
http://www.StamplIT.org/repository/
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2 TexHonorus

To3u pasgen onucea onpeaesnieHn TEXHONOMMYHN acnekTu Ha YCiyruTe npefocraBs-
HW oT StamplT.

2.1 TunoBe StamplT cepTudmkaTun

StamplT npeanara Habop oT cepTuduMKaTn M CBbP3aAHU C TAX YC/yrm, KOMTO MoraT
Aa 6baoat n3non3saHM NO TaKkbB HauMH, Ye ga 6baaT yaOBNETBOPEHUM U3UCKBaAHUATA
Ha noTpebutennTe 3a 3aWnTEHN NNYHMN N BU3HEC KOMYHMKALNN.

StamplIT Moxe na obHOBSIBA WAM paswmpsBa CNUCbKa CU C MPOAYKTU WU YCIyruy,
BKJIIOYUTENHO TUMa Ha cepTudukaTmTe, KOUTO M3gaBa B CbOTBETCTBME C HOPMATUB-
HUTE U3NCKBaAHUA.

N3paneHnUTe, BPEMEHHO CMPEHU UK NpeKkpaTeHu cepTudunkatn ce nybnnkyBaT B Cb-
OTBETHUTE AMPEKTOPUM Ha YAOCTOBEPSIBALLMS OpraH.

2.2 Pas3wupeHus

2.2.1 Paswmpenun B ceptupunkarure (Certificate Extensions)

StamplIT u3nonsea X.509, Bepcusa 3 6asupaHu dopmaTh, 3a uU3gaBaHUTE OT HEro
ceptndukatm. B cbotBetcTBme ¢ X.509v3 YaocTtoBepsaBawmMaT opraH Moxe aa aedwu-
HMpa pas3WWNpPeEHMs KbM OCHOBHAaTa CTPYKTypa Ha cepTudukaTuTe.

2.2.2 BknrouBaHe Ha nHopMauusa B pasllMpeHUsATa Ha cepTudukara

PaswunpeHnsaTa o6bMKHOBEHO Cce O0Tpa3siBaT B cepTudumkaTta Ha aboHaTa. Te MoraT Cb-
wo Taka ga 6vaaTt 4actuyHoO gedunHupaHu B ceptudukaTa, a octaHasaTa 4acTt MOXe
Aa npeacraeBfnsBa AOKYMEHT, KbM KOMTO € HanpaBeHa npenpaTtka oT cepTudukaTa Ha
aboHaTa. MHdOpMaumsTa, KOSTO Ce BKJIOYBA MO TO3M HauMH € Nyb6/AMYHO AOCTbMHA.

2.3 Npodwunm Ha CepTucpmkaTtute Ha StamplIT
MpodunnsuT Ha CepTndurkaTa MOXe ga CbAbpxKa nosietata, NOCOYEHU NO-A0NY:

2.3.1 Mone - Key Usage

MNoneto Key Usage - onpegens npegHa3sHauyeHUETO Ha K/K4a, KOMTO Ce CbAbpXa B
ceptndmkaTa. ToBa none ce M3N0a3yBa, KOraTo AageH K4 Moxe ga 6vae m3nons-
BaH 3a noseve OT efgHa onepauns n ynotpebarta My Tpsabsa ga 6bae orpaHmyeHa.
EBeHTyanHoTO npeaHa3sHayeHWe Ha KYoBETe, onpeaeneHn oT ctaHgapTa X.509v3,
Ca KakTo cnejga:

a) Digital Signature (enektpoHeH noanuMc) — 3a MpoBepKa Ha €SIeKTPOHHU
NnoAMNMCK, KOUTO ca 3a aBTeHTUdMKaumsa Ha cybekTn n npoBepka Ha Lenoctra
Ha AaHHWUTE M MMaT npegHasHadeHne passIMyHO OT TOBa onpeaeneHo B T. b),
e) nnu f).

b) Non-repudiation (HeoTMeHsieMOCT) — 3a NpoBepKa Ha efeKTPOHHM NoAnu-
CW, U3MOM3BaHW MNpPWU OCUrypsSiBaHE Ha YCNyrute rno HEOTMEHSeMOCT, KOWUTO
ocurypsiBaTt 3almTa B C/lyyaln, ye noanucBaLLUAT Ce onuTa Aa oTpede fadeHun
AencTeus (KaTto U3K/KOYEHME MpaBAaT nognuceaHe Ha ceptudukat mnm CRL
KakTo e B T. €) unu f) no-gony).

c) Key encipherment (kpuntupaHe Ha KNK4YOBE) — 3@ KPUNTMPAHE Ha KJIHO4O0-
BeTe Wnn apyra 3awuteHa nHdbopmaums, HanpuMmep npu TpaHCNOpTUpPaHe Ha
K/to4oBe.

d) Data encipherment (kpunTupaHe Ha gaHHM) — 3@ KpUNTUMPaHE Ha AaHHWK,
HO He Ha KJIlo4OBE M Apyra 3awmTeHa MHdopMaLmsl, KaKkTo € NMoCOYEHO B T. C)
no-rope.
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2.4

2.5

2.6

e) Key certificate signing (nognuceaHe Ha cepTudukaTtm) — 3a NpoBepKa Ha
noanmca Ha YaoctoBepsiBalwmsi opraH Bbpxy cepTudukatute (M3nonsea ce
camo B cepTudukaTmMTe Ha YOOCTOBEpPSBaLLNS OpraH).

f) CRL signing (nognuceaHe Ha CRL) — 3a nmpoBepka Ha noanuca Ha YOocTto-
BEpsiBalLMS opraH BbpXy CNMCbKa C npekpaTeHuTe ceptudukatn (CRL).

2.3.2 PaswmupeHune Basic Constraints

PaswunpeHuneto Basic Constraints onpeaensa nanu cybekTbT Ha cepTudmkaTa e Yaoc-
ToBepsiBall opraH uau KpaeH notpebuten. Toea paswunpeHune Tpssbea BuHarm ga 6--
ae otbensasaHo KaTo KPpUTUYHO, MHAYe HAKOM OT MPUJIOXKEHMUSITA LLEe ro UrHOpUpaT U
e no3BonaT aa 6bae u3nonseaH cepTudukaT, KOMTO e n3ganeH Ha KpaeH notpebu-
Ten KaTto cepudukaT Ha YAoCcToBepsiBall OpraH.

2.3.3 MonuTtuka 3a ceptupumunpaHe

MonuTtnkata 3a ceptudunumpane (Certificate policy) e nssasneHne Ha mn3gartens, Koe-
TO CbOTBETCTBA Ha MpeanucaHaTta ynotpeba Ha cepTudukaTa B KOHTEKCTa Ha u3ga-
BaHeTO My. MaeHTndukaTop Ha NoMTUKATA € YHMKANHO YMCI0, KOeTO SICHO MAEH-
Tudunumpa nonmTukaTa.

CTpyKTypa Ha ngeHtudukaropmutre Ha ob6ekTu

NoeHTudunkatopbT Ha obekT (OID) npeacrasnsiBa nopeauua OT LENW 4ucia, Kosito
Ce NPUCBOSIBA Ha perncTtpmpaH obeKT U e yYHUKaNleH Ccpel BCUYKU MAEHTUdUKaTOPU
Ha 06eKTN B paMKMUTe Ha KOHKpeTHaTa obnacr.

Object Identifier
Information Services Plc. StampIT Roots Sub CAs End Entity Certificates
1.3.6.1.4.1.11290 1 1 1 1 StamplIT Doc Pro
StamplT Server
StampIT Object

StampIT Enterprise

v (b (W N

StampIT Doc

CTOMHOCTM Ha naeHTU(UKaATOpmUTe HA 06eKTn

Policy Identifier
Information Services Plc. 1.3.6.1.4.1.11290
StampIT 1.3.6.1.4.1.11290.1
StampIT Domestic Root CA 1.3.6.1.4.1.11290.1.1
StampIT Domestic CA 1.3.6.1.4.1.11290.1.1.1
StampIT DocPro 1.3.6.1.4.1.11290.1.1.1.1
StamplIT Server Certificate 1.3.6.1.4.1.11290.1.1.1.2
StampIT Object Certificate 1.3.6.1.4.1.11290.1.1.1.3
StampIT Enterprise Certificate 1.3.6.1.4.1.11290.1.1.1.4
StamplIT Doc Certificate 1.3.6.1.4.1.11290.1.1.1.5

NMy6nukyBaHe Ha nHpopmMmaums

Jdoctbn Ao ceptmdurumMKaunoHHuTe ycnyrn Ha StamplIT u xpaHunuweto Ha StamplIT
MoXe Aa 6bae nonydeH ypes cnefHUTe CpeacTBa 3@ KOMYHUKaUMA:

Ha yeb agpec: http://www.stampit.org/repository/
Ypes E-mail: support@mail.stampit.org
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MoweHCKN agpec:

“UHdpopmaumoHHO obcnyxsaHe” Al - StamplT
Yn. "165" 3, x.k. U3rpes,

1797 Codwusa, bbnrapus

Ten.: + 359 2 9656 2044

dakc: +359 2 9656 2012

E-mail: support@mail.stampit.org
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3

3.1

3.2

3.3

3.4

NMpaBuna 3a usgaBaHe Ha cepTudUKaTn

Ta3n yacT Ha AOKYMeHTa npeacTaBs MNpasunata 3a u3jaBaHe Ha cepTudukaTu oT
CTpaHa Ha StamplT.

MN3nckBaHUA KbM 3aaBUTENUTE Ha cepTudunkaTun

Mpean vnu no BpeMe Ha Mpoueca No 3asiBsABaHe Ha cepTudukaTt, 3asBUTENUTE Ha
cepTUdUKaT U3BbPLLBAT CNEeAHUTE CTbMNKN:

" rojaBaT UCKaHe 3a u3gaBaHe Ha cepTuduKaT M NpuvemaT ycnosusaTa Ha [o-
roeopa 3a ygocrtoBeputesniHa ycnyra n CPS;

"  NpefocTaBAT AoKasaTesicTBa 3a TaXHaTa MAEHTMYHOCT crnopej cTtaHAapTHO
onpeaeneHnTe npoueaypu Ha StamplT.

3.1.1 YnbaAHOMOUWaBaHe

3asiBKka 3a cepTudukaT Ha StamplT Moxe ga 6bae HanpaBeHa ANYHO MM YpE3 MbJl-
HOMOLLHMK/NpeacTaBuTen, B 3aBUCMMOCT OT TUNa Ha cepTudukata M ycnoBusita 3a
HEeroBoTO M3aaBaHe. YMb/IHOMOLLLABAHETO CE AOKa3Ba C HOTapuanHO 3aBEPEHO Mbil-
HOMOLLHO, AOKYMEHT 3@ aKTyaJlHO CbCTOSHWUE W APYrU AOKYMEHTW, onpeaensawm
Bpb3KaTa MexXxay YMb/JAHOMOLWIUTEN U Mb/IHOMOLWHWUK/NpeaCcTaBUTEN U HEFrOBUTE Mpa-
Ba.

3.1.2 3awumTa Ha KJUYoBaTa ABOMKa

AbBoHaTUTe HOCAT MbJjiHA OTrOBOPHOCT 3a NpeAoTBpaTsBaHe Ha KOMMpPOMeTMpaHe,
3aryba, paskpuBaHe, MoguduuMpaHe WM ApYyro HEOTOpPU3NpPaHO M3MOJI3BaHE Ha
TEXHUS YacTeH KoY.

3.1.3 AdenernpaHe Ha OTFrOBOPHOCTM 3a YaCTHUS KJIOY

ABOHATUTE HOCAT MbJIHA OTFOBOPHOCT 3a AENCTBMS UM NPOMNYCKM HA YMbJIHOMOLLEHHN
OT TAX NMUA UNN TEXHU NAapTHbOPWU, KOUTO Te M3NON3BaT 3@ reHepupaHe, NaseHe,
CbXpaHEHNE UIN YHULIOXaBaHe Ha TEXHUTE YaCTHU KJIHO4OBe.

NpeHTudpmumpaHe Ha 3asBUTENUTE

Mpean nsgaBaHe Ha cepTudukaTa StamplT onpenens KOHTPOAW, KOMTO Aa yCTaHO-
BAT MAEHTUMYHOCTTA Ha 6baewmsa aboHaT. TakmBa KOHTPOAM Ce U3MbaHsABaAT OT Pe-
rmcTpupawmTte opraHm Ha StamplT. Peructpupawmat opraH Ha StamplIT npwunara
Te3n npoueaypu Ha 6a3arta Ha AageHuTe oT StamplIT ykasaHus.

MorBbp>xaaBaHe Ha UHpoOpMauumsTa B 3assBKMTE 3a uM3aBaHe Ha
cepTtucdpmkar

3asaBkuTe 3a M3paBaHe Ha cepTudukaTm ot StamplT ca Nnpuapy>XeHU OT CbOTBETHUTE
AOKYMeHTH, 3a Aa 6bae ycTaHOBEHa MAEHTUYHOCTTA Ha 3asiBUTENS, KAKTO € OnmncaHo
B nHdopMaumaTa 3a NpoayKTUTE No-401y.

StamplIT moxe ga moanduumpa nM3nMCKBaHMATa KbM MHPOpMaUmMsTa, Kacaeuwa 3asaB-
KaTa Ha nuuaTta, 3a Aa U3Nb/AHM CBOUTE U3MUCKBaAHMUSA, BU3HEC KOHTEKCTa Ha ynoTpe-
6aTa Ha cepTudmKaTn UM NPENOPBLKUTE Ha 3aKOHa.

M3nckBaHUA 3a NOTBbpXKAAaBaHe Ha 3asiBKUTe 3a cepTudukaTtm

Mpu nonyyaBaHe Ha 3asiBKa 3a JafeH cepTudukaT, KaTo ce 6asmpa Ha npeagocTase-
HaTa nHdopMaumsa StamplT noTBbpXAaBa cnegHaTa MHbopMauua:
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" 3389BUTENAT e CbLLOTO NLE, KOETO € BMUCAHOo B 3asBKaTta 3a cepTudukar;
" 33ABUTENAT 3a CepTUdMKAT NpUTEXaBa YaCTHMUSA KJIOY, KOMTO KOpecnoHampa
Ha Ny6nn4HMA KoY, BKIOYEH B cepTudmkaTta;
*  unHdopMaumsTa, KoaTo Tpabea aa 6bae nybnunkyBaHa B cepTudumKaTa € Tou-
Ha, OCBEH aKO He e HenoTBbpAeHa MHdopMaums 3a aboHaTta;
" [peacTaBUTENAT, KOWTO 3asdBsiBa uM3gaBaHe Ha cepTUdUKaT, € HaaIeXHOo
YMb/IHOMOLLEH Aa HanpaBu TOBAa;
StamplIT KoHTpoMpa TOYHOCTTa Ha NybAnKyBaHaTa MHPOpPMaumMsl, KOSTO ce npeaoc-
TaBs oT aboHaTa, KbM MOMEHTa Ha M34aBaHETO Ha cepTudukaTa.
BbB BCMUYKM C/yyam M 3a BCUUKKM TunoBe ceptudukatn Ha StamplT aboHaTbT nMma
MOCTOSIHHOTO 3aAb/XeHne Aa cbbntofaBa 3a BepHOCTTa Ha npegocTtasBsHaTa UHOOp-
Maums n ga yesegomsaBa StamplT 3a BCIKakBWM NPOMEHU, HACTLMWUAN Cnej u3gaBaHe-
TO Ha cepTudunkara.

3.5 YpoBnerBopsiBaHe U OTXBbpJisitHE Ha 3assBKM 3a cepTudmkar

Cnep ycnewHo M3BbplUBAaHE Ha BCUYKW U3UCKBAHM NoTBbpXaeHuda, StamplT yaos-
NleTBOpsiBa 3asiBKaTa 3a cepTudumkar.

AKO npouechbT Mo NOTBbpXAaBaHe Ha 3asiBKaTa 3a cepTuduKaT 3aBbpLUM Heycnewl-
Ho, StamplT oTxBbpns 3asBKaTa 3a cepTudukar. StamplT He3abaBHO yBenomsiBa
3asBMTENA M NOCOYBA NMPpUYMHATA 3@ OTXBBLPJISHETO Ha 3asBKaTa. 3asaBUTENN, YMNTO
3as8BKM ca 6mnm OTXBbpaEHW, MOraT OTHOBO Aa NoAdanaT 3asiBKa 3a mM3gaBaHe Ha
ceptTndukar.

3.6 W3paBaHe Ha cepTudmUkKaTt n cbrnacme Ha aboHara

StamplT u3gaBa cepTudmkaTa Npu yaoBAeTBOpsSIBaHE Ha 3asiBKaTa 3a cepTudukar.
CepTndukaTtbT BAM3a B CUla B MOMEHTa, B KOMWTO aboHaTbT ro npuemMe. M3pasaHeTo
Ha cepTudmkaT o3HavaBa, Ye StamplT e ygosneTsopua 3asiBkaTa 3a cepTudukar.

StamplT un3pgaBa cepTudunkata B CbOTBETCTBUE CbC CbrjiacueTo Ha 3aasutens. Cor-
nacve 3a u3gaBaHe Ha cepTuduKkata ce AEeMOHCTpUpa KaTo ce HanpaBu 3asBkKa,
BbMpPEeKM Ye BCe Olle He e NoJsly4yeHo cboblleHre 3a npMemMaHe Ha cepTudukaTa.

3.7 BanuaHocT Ha cepTudukarta

CepTndukatute ca BanugHu npu msgasaHeto uM oT StamplT u npuemMaHeTo UM oOT
aboHaTuTe.

3.8 [MpuemaHe Ha cepTucpukaTa or A6oHaTa
Mpuema ce, ye cepTUdMKaTLT € NpUeT OoT aboHaTta, KoraTo:

= opobpeHneTo Ha aboHaTa e NokasaHo Ha StamplT oHNaMH WM ype3 enekT-
pPOHHO cbobuleHne, nanpateHo oT aboHaTa;

= cepTMduUKaTbT Ce M3Noa3Ba OT aboHaTa 3a MbpBU MbT;

= cnea u3TudaHe Ha 15 gHM OT gaTaTa Ha u3gaBaHe Ha cepTuduKaTa, ako B
TO3M CpPOK aboHaTLT He e Hanpasu/ pekfaMauns OTHOCHO CbAbPXaHUETO Ha
ceptudukara.

3.9 Nyb6nukyBaHe Ha uspaaaeHun cepTtudukartm
StamplIT nybnukyBa Konuve OT Wu3JafeHuTe CcepTUdMKaTU B XPaHWUIULLETO CU.
StamplT Moxe pa nybnukyea cepTuduKaT B APYrM XpaHWIuwa, KOUTO CMsATa 3a
noaxoadawn, HoO He HOCKU OTroBOPHOCT 3a BaJIMAHOCTTA, TOYHOCTTA U HA/IMYHOCTTA Ha
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ANPEKTOPUKN, NOAABbPXKAHM OT TPETU CTpaHU. ABoHATUTE OT CBOSA CTpaHa MoraT CbllO
na nyébnukyeaTt cepTudukaTtuTe cu, nsganeHu ot StamplT B Apyrn XxpaHunauiua.
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4

4.1

4.2

4.3

4.4

MpoaykTn n ycnyru, npeaocraBssaHM ot StamplT

MogHoOBsAABaHe Ha AeNCTBMETO Ha ceptudmkar

MepuoabT Ha BanMAHOCT Ha StamplT ceptudukatnTe e otbensasaH B CbOTBETHOTO
rnone Ha ceptudukata n Ton e egHa rogmHa (365 gHW) oT gaTaTa Ha u3gaBaHe. Tbi
KaToO M3MCKBaAHUATA 3a NOAHOBSIBAHE MOraT Aa Ce pasfiM4yaBaT OT Te3U Npu MbpBOHA-
YyanHo usgasaHe, StamplT nybnmkyBa M akTyanusupa ycnoBusiTa 3a NOAHOBSIBAHe
Ha cepTudukaTn, nspgaaeHn ot Hero. MNogHoBsBaHe MoXe Aa 6ble M3BbPLUIEHO CaMOo
aKO BCUMYKW AaHHW B cepTudumKaTa oCcTaHaT HEMPOMEHEHN, KaKTO B MbpBOHa4anHaTa
3asBKa.

B cboTBeTCTBME C M3NCKBaHMATA 3a NOAHOBSIBAHE OMepaTopbT Ha Permcrpupalumns
opraH Ha StamplIT MoXxe Aa M3MCKa aKTyasHU AOKYMeHTU, AOKa3BallM TOYHOCTTa U
BEpPHOCTTa Ha MHGOpMaumMaTa, BKJIOYEHa B CbAbPXXaHMETO Ha cepTudunkaTa KbM MO-
MeHTa Ha NoAHOBSBaHe. 3asBMTENAT NOANMCBA AeKnapauns, 4ye AaHHuUTe npeaocTa-
BEHW MpU NbpBOHAYasIHO M34aBaHeE N Te3Kn, BMUCaHM B cepTuduKaTa ca TOYHU, BEP-
HM N HENpPOMEHEHW KbM HacCTosWMSA MOMeHT. [ogHoBsBaHeTO Ha cepTudukaTa ce
M3BbpLIBA B CbOTBETCTBME C YCNOBUSATA AEUCTBALLUM KbM MOMEHTa Ha NoAHOBSBaHe.

Ab6oHaTbT TpsAbBa MOCTOSSHHO Aa KOHTpOJIMpa BEPHOCTTa M TOYHOCTTa Ha MHPOpMa-
umsaTa nybnmMkyBaHa B NOAHOBEHUS cepTudMKaT. 3asaBKa 3a NOAHOBsIBaHe TpsibBa Aa
6bae nonydyeHa ot StamplT noHe 10 (meceT) AHW nNpeau gaTtata Ha M3TUYaHE Ha
CpoOKa Ha BanMAHOCT, BNUCaH B cepTudukaTa.

3a ga 6bae 3anaseHa Bb3MOXHOCTTA Ha NMoTpebuTennte Ha eNneKTpoHHU cepTudunka-
TM Ja ce noanuceBaT enekTpoHHo, StamplT we HanpaBn BCMYKO Bb3MOXHO [a yBe-
OOMM aboHaTMTe MO efleKTpoHHa nowa, npubnunsntenHo 30 (TpuaeceT) AHM npeau
NpeacTosiLoTO M3TMYaHe Ha CpOKa Ha BaJMAHOCT cepTudukaTta.

Mpu Hanuune Ha NpoMeHU B faHHMTE M ob6bcTosTencrBara, kacaewmn cdusmn-
4YEeCKOTO U/WUIn IDPUANYECKOTO Nnue, 3aaBUTENIAT cieaBa Aa nojaae UCcKaHe
3a n3fgaBaHe Ha HOB cepTudmkKar.

MpexkpaTtaBaHe Ha cepTudumkar

MpekpaTsaBaHe Ha AENCTBMETO Ha cepTudukaTt ce nspbpwsa ot StamplT cneg noga-
BaHe Ha 3asBKa 3a npekpaTtsBaHe OT CTpaHa Ha Peructpupawmsa opraH. 3a Aa Han-
paBu Ta3n 3asBKa onepaTtopbT Ha Perncrpupaluns opraH e ASbXeH Aa Cce yBepu B
CaMOIMYHOCTTa M NpeacTaBMTeNHaTa BAacT Ha 3asBuUTenNs.

CnupaHe Ha gehcTBMeTo Ha StamplIT cepTudpukartm

[leiicTBMeTO Ha cepTuduKaTuTe, nsgaaeHn ot StamplT, Moxe Aa 6bAe CnpsHO Npu
HasMuyme Ha CbOTBETHUTE OCHOBaHMA OT KoMUCMATA 3@ peryiMpaHe Ha CbobLeHnsaTa
(KPC), 3a HeobxoanMUAT cnopes o6CcToAaTencTBaTa Cpok, HO 3a He noBeye oT 48 ya-
ca.

3a nepuvoja Ha BPEMEHHO CnupaHe Ha cepTuduKaTa, CbLMAT Ce cyuTa 3a HeBau-
AEH.

Bb306HOBsAABaHe Ha AEeMNCTBMETO Ha cepTudukar

JenctBmeto Ha cepTudumkaTta ce Bb306HOBABA C M3TMYAHE HA CpPOKa Ha CnupaHe,
npuv oTnagaHe Ha OCHOBAHWETO 3a CnuMpaHe Wan No uckaHe Ha aboHarta, cnen KaTo
StamplT, cbotBeTHO KPC ce yBepu, 4ye Tol e y3Han npuymHaTa 3a CNMpaHeTo U uC-
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KaHEeTo 3a Bb30OHOBSIBAHE € HanpaBeHO BCMEACTBME Ha Y3HaBaHETO. YAOoCToBepsi-
BalUMAT opraH Bb306HOBSIBA AEWCTBMETO Ha cepTuduKkaTta, Kato ro ussaxmaa oT Crnun-
CbKa C npekpaTeHuTe cepTudunkaTy.

OT MOMeHTa, B KOWTO YAOCTOBEPSBALLUMAT OpraH € Bb306HOBUA AENCTBMETO Ha cep-
TudukaTta, CbLWUAT Ce CYMTa 3a BanmaeH. AKO B nepmoga Ha cnvpaHe Ha cepTudu-
KaTa B YAOCTOBepsiBalUMs OpraH ce Mnosyym BanvaHa 3asiBKa 3a MNpekpaTsBaHe Ha
aencremeto My, To StamplT npekpaTtsaBa cepTudmKaTa B CbOTBETCTBME C YTBbpAe-
HUTE npoueaypu.
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5 YcnoBusa 3a u3faBaHe M Nnon3BaHe Ha cepTtudukaTm

Ta3n yacT Ha AOKYMEeHTa OnMMCBa MpPaBHWUTE rapaHuUMW, OCHOBAHMS U OrpaHUYeHus,
CBbp3aHN CbC cepTudmKaTUTe, M3gaBaHn oT StamplT, npaBaTa M 3aAb/KEHUATA Ha
CTpaHuTe.

5.1 TlpeacTtaBsiHe Ha yCyrum

StamplIT npeacraBsa Ha BcMukn aboHaTu M goBepsiBallyn Ce CTpaHuW CBOUTE YCyru,
KouUTO ca onucaHm B CPS. StamplIT 3ana3sa NpaBOTO CU Aa MPOMEHS Te3n yCnyru,
KaKTO CMATa 3a MOAXOASLWO M B CbOTBETCTBME C M3WCKBaHMSATA Ha HOpMaTMBHaTa
ypeaba.

5.2 WHdopmauusna, BKIOYEHa Ypes npenpartka B ceptudpukar
StampIT Bkto4Ba 4pes npenpaTka BbB BCEKWU cepTUdMKAT, KONTO n3haBa cnegHaTa
nHdopmMaums:
= 06WwM ycnosusa 3a NpefocTaBsHUTE yCIyru;
*  [punoxumaTta noamMTmka 3a ceptuduunpaHe;
"  CbAbPXaHWETO Ha pasWMpeHusTa, KOUTO He ca 06SCHEeHM U3USI0 B CepTu-
dukaTa;
* [penpaTka KbM perncrpaumsita Ha gocrtasyumka B KPC;
*= BCAKa Apyra uHdopmaumsa, KosaTo Tpsbea aa 6bae BKAKOYEHA B NOJsie Ha cep-
Tudukara.

5.3 YkasaTenu 3a BKJIlOYBaHe Ha MHdoOpMaLuma Yype3 npenpartka

StamplIT u3nonsea URLs (Universal Resource Locators), OIDs (Object Identifiers)
WAW APYrn HanW4YHK CpeacTBa, 3a Aa BKJHOYM MHGOpMauus 4ypes npenpaTtka B cep-
Tudukara.

5.4 OrpaHu4YeHUA U OTFTOBOPHOCTH

Ceptndukatute Ha StamplT Moxe ga BKAKOYBAT KPATKO M3siBEHWE, ONMCBaLo Or-
paHU4YeHMsATa Ha OTFOBOPHOCTUTE, OrpaHMYEHME Ha CTOMHOCTTA Ha TpaH3akuuuTe,
KOMUTO MoraTt ga 6baaT n3BbplUeHU, Nepuos Ha NOTBbpXAaBaHe, NpeAHa3Ha4YeHne Ha
cepTndmkata U HenoemaHe Ha OTroBOPHOCTU. TakaBa MHGoOpMauus moxe ga bvae
MnokaseaHa W 4pe3 XxunepBpb3ka. 3a Aa nokaxe HeobxogmmaTa MHOpMaums
StamplT moxe ga usnonssa:

= qnoneto State - 3a BKNOYBaHE Ha AaHHW 3a aboHaTa;

* NOJIETO 3a anTepHaTMBHO MMe Ha m3gatensa (Issuer alternative name) - 3a
TUNa Ha cepTudukaTa;

* CTaHAapTeH yKasaTen Ha pecypcute Ha StamplT 3a nonutukaTa 3a ceptudu-
umpaHe;

*  ApYru NoAxXoAsilM nosieTa B CbAbpXXaHMETo Ha cepTudmkaTta;

"  YaCTHW WKW APYTU PErncTpupaHun paswimpeHms.

5.5 MNMy6nunkyBaHe Ha gaHHUTe OT cepTucdukarta

StamplT cun 3ana3ea npaBoTo, a aboHaTbT NpuemMa, ga nybnukyea ceptudmkarta nmim
OaHHU OT cepTuduKaTa BbB BCSKO AOCTbMHO XpaHunuuie, kato LDAP (Lightweight
Directory Application Protocol) anpektopum 1 cnucbumn C NpekpaTeHnTe ceptTuduka-
Tn-CRL (Certificate Revocation List).
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5.6

5.7

StamplT ynpaBnsasa gupektopum ot ceptudumkaTn C onpegeneHn XxapakTepuctmkm,
uen ga ce NoBMLIM HUBOTO Ha AOBepue B npeanaraHute ycnyru. MNMoTtpebutennte um
AoBepsBalluTe ce CTpaHu TpsibBa Aa HanpaBAT cnpaBKa B Te3u OMPEKTOpUM C nlga-
AEHWN N npekpaTeHun cepTuduKaTh BCEKU MbT, Npeauv Aa B3eMaT peleHne ganu aa ce
00BEpPSAT Ha nHdopMaumaTa, onncaHa B ceptudukaTta.

3aab/keHMe OTHOCHO npeaocraBeHaTta uHpopMmauma

BbB BCUMUKKM Cllyyanm M 3a BCUYUKM TUMoBe ceptudukaTtn, nsgageHmn ot StamplT, abo-
HaTbT (@ He StamplT) MMa NOCTOSIHHOTO 3aAb/IXEHME Aa Cnean 3a TOYHOCTTa, Bep-
HOCTTa W MbAHOTaTa Ha MHdOpMaumsTa, NpeaocTaBeHa Npu usgaBaHe Ha cepTudu-
KaTa M Npu HacTbNBaHE Ha NMPOMeHM He3abaBHO Aa yBegoMsiBa StamplT 3a ToBa.

3aab/HKkeHUa Ha aboHaTa

OcBeH ako B CPS He e noco4eHo apyro, aboHatute Ha StamplT HOCAT NbnHa OTro-
BOPHOCT 3@ CNeAHOTO:

* a3 MMaT No3HaHus 3a nonseaHe Ha ceptudumkatn u PKI;

* B C/lydauTe, KOraTo reHepupar Kao4oBaTa ABOMKa, rapaHTupaTt, vye nybnuu-
HUAT KoY, NnpegoctaBeH Ha StamplT, kopecnoHanpa € M3nos3BaHUA YacTeH
KJ1toY;

* [a NpeaoCTaBSAT BAPHA, TOYHA U NbiaHa nHdopmaumsa Ha StamplT;

* [a nojaaaT OTHOBO 3asBKa 3a uU3gaBaHe Ha cepTudMKaT, ako Ha AaZeH eTan
OT NOAHOBSIBAHETO Ha cepTuduKaTa ce okaxe, ye npegocraBeHaTa mHdboOp-
Mauuns ce e NpoMeHuna, cnea Kato e 6mna nbpBOHAYasNHO NMpeaocTaBeHa Ha
StamplT;

* [Ja ce 3ano3HasaT U npuemaT cpokosBeTe un ycnosuata B CPS Ha StamplT u
CBbp3aHUTE C HEro AOKYMEHTU, NybnnKyBaHn B XPaHMNMWETO Ha StamplT;

* [a u3nonseaT cepTudukaTtute, usgageHm ot StamplT camo 3a 3aKOHHM Lenn
1 B cboTBeTCcTBME ¢ CPS Ha StamplT;

» pa ysepomasat StamplIT wnn Peructpupawmsa oprad Ha StampIT 3a npomeHu
M HEMbJIHOTU B NpeaocTaBeHaTa MHdopMaums;

* [a npeycTaHoBABaT WM3Mo0s3BaHeTO Ha cepTuduKaTta, ako HAKakBa 4acT oOT
MHdOopMaUuUnaTa ce okaxe, Ye e octapsna, NpOMeHeHa, HETOYHA UKW HeBSp-
Ha;

* A npeycTaHOBSBAT M3MOA3BAHETO Ha cepTudmKaTa, ako CbLUUAT € C U3TEKDI
CPOK W Aa ro AeuHCTanuMpaT OT MNPUIOXKEHMATa MM YCTPOMUCTBaTa, B KOWUTO
TOWn e 61N MHCTanupaH;

* [a npepoTBpaTaBaT KOMMpoOMeTupaHe, 3aryba, paskpuBaHe, moauduumpaHe
WAN ApYro HeOTOPU3MPAHO M3MOS3BAHE HA YACTHUSA KJIOY, KOUTO KOpPECMoH-
avpa Ha nybnnynHusa knod, nybnnkysaH B ceptudukaTta;

* [a 3a8BAT npekpaTsaBaHe Ha ceptudukata B C/yyan, ye MMa CbMHEHUS OT-
HOCHO LeNnocTTa Ha usgaaeHus ceptudukar;

* [a 3aABAT NpekpaTsaBaHe Ha cepTudukaTta B Cly4yal, 4Ye HAKakBa 4vacT OT
MHdopMauunaTa, BKIOYEHA B cepTUdMKaTa Ce OKaxe ocTapsisia, MpoMeHeHa,
HEeTOYHa UM HEBSAPHA;

* 33 AeNCTBMS M NPOMYCKM Ha NpeacTtaBuTeNnu, KOUTO Te€ M3Mon3saT, 3a Aa re-
HepupaT, KOHTPOAUpAT, yrnpaBnasaT UK YHULLOXaBAT TEXHMUSA YaCTeH KIOY;

" [a ce Bb3AbpXaT OT npegocrtassaHe npea StamplT Ha MaTepuanu, C KieBeT-
HWYECKN, HeueH3ypeH, nopHorpadcku, obuaeH, gaHaTU4YeH WU PacCUCTKK
xapakTep.
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5.8

5.9

TOYHOCT, BAPHOCT M NbJIHOTA HA UHPOpMaLUATA

A60OHaTLT HOCK MbJSIHA OTFOBOPHOCT 3@ BEPHOCTTA, TOYHOCTTA M MbJIHOTATa Ha WH-
dopMaumuaTa, KOATO NpenocTtaBs 3a M3MNOA3BaHe NpuU u3gaBaHe Ha cepTudukarta
cnopepn CPS.

3aabikeHuna Ha StamplT
o HNBOTO onpeneneHo B CbOTBETHUA pa3aen Ha CPS, StamplT ce 3aabnkasa pa:

cnasea CPS u cBouTe BbTpELHN Unm nybanyHm NonMTUKN 1 Npouenypu;
cnasBa nMpuUIOXKMMOTO 3aKOHOAATeNCTBO M MoA3akoHOBaTta HOpMaTUBHA
ypenba;

ocurypsiea MHOPaCTpyKTypa 1 CepTUPUKALNOHHU YCNYTU, BKIIKOUUTENHO U3r-
paX4aHeToO W MyCKaHeTO B AENCTBME Ha XpaHunuweto u yeb camta Ha
StamplT 3a ussbpwBaHe Ha PKI ycnyrute;

OCUrypsiBa HaAEXAHU MexaHWU3MMK, BKIIOUYUTENTHO MeXaHM3Ma 3a reHepupaHe-
TO Ha KJ/IIOYOBETE, 3alMTEHUSA MEXAHU3BM 3a Cb3aBaHe Ha efIeKTPOHEH rnoa-
nic M npoueaypuTe 3a pasnpejensiHe Ha CeKpPeTHUTE 4acTu MO OTHOLWEeHue
Ha HeroaTa cobcTBeHa MHMPaCTPyKTypa;

yBeAOMsiBa CTpaHUTE B Cllydyalh Ha KOMMPOMETUPAHE Ha YacTHUTE CU KITHYO-
BE;

nybnnM4yHO NpenoctaBs npoueaypute 3a 3asiBBaHe Ha pas3/IMYyHUTE TUMoBe
ceptudumkaTm;

n3gasa M nogHoBsiBa ceptudukaTM B cboTBeTcTBMe C CPS 1 m3anbnHsgBa 3a-
ABb/DKEHNATA CU NOCOYEHU B HEro;

npuv nony4yaBaHe Ha 3asiBKa OT Perncrtpupalims opraH, usgasa M NOAHOBSBA
ceptndukaTtm, B cborBeTcreue c CPS;

npu nony4yaBaHe Ha 3asBKa 3a npekpaTtsBaHe Ha cepTudukaT oT Permctpu-
palwus opraH npekpartsBa ceptudukarta, B cboTBeTcTBue ¢ CPS;

nybnunkyea ceptudukaTute, B cboteetcrene ¢ CPS;

ocurypsiea noaapbxka Ha aboHaTUTe M AOBepsiBALLUTE Ce CTpaHW, KaKTo e
onucaHo B CPS;

npekpaTsBa, cnupa u Bb3obHoBsBa cepTudukaTute B cboTBeTcTteune ¢ CPS;
ocurypsea nMHbopMaumsa 3a M3TMYaAHETO Ha CpoKa Ha BasMAHOCT M NOAHOBS-
BaHETO Ha cepTudukaTute B cboTBeTcTBue ¢ CPS;

npenocrtass konua ot CPS v agencTBalumMTe CU AOKYMEHTM 3a nybnunyeH aoc-
TbN.

5.10 CboTBeTCTBME C onpeaesieHoTo npeaHa3sHavyeHue

StamplIT OTXBbpAs BCUMYKM rapaHumMu M OTrOBOPHOCTM, B CNy4al, 4e npoaykKTute
W/Mnun ycnyrute ca non3BaHM He crnopes onpeaeneHoTo MM npegHa3HayeHue U BCS-
KaKBM rapaHunm 3a TOYHOCTTA Ha npenocTaBeHa, HO HenoTebpaeHa MHdopMaums.

5.11

OrpaHnyaBaHe Ha OTroBOpHoOCTTa Ha StamplIT
OcBeH B cniydan Ha HebpexHocT StamplT He HOCKM OTroBOPHOCT 3a:

NponycHaTh Non3u;
3aryba Ha gaHHu;

APYTY KOCBEHM Bpeau, MpOM3TMYALLM OT WM BbB Bpb3Ka C M3MON3BAHETO,
JlocTaBKaTa, NLUEH3NPAHETO, AEWCTBUETO UM HEBB3MOXHOCTTA 3a AeNCTBUE
Ha cepTUdUKaTUTE U eNeKTPOHHUTE MOAMUCH;
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" BCSIKAKBM ApYru Bpeau, OCBEH Te3u, KOMUTO Ca CBbp3aHM C AOBepsiBaHe Ha
MHdopMauunsaTa, nocodeHa B AaaeHus ceptudwukaT, 6asmpaHa Ha noTebpae-
HaTa uHdopmMauus B ceptudunkara;

* rpelwka B NoTBbpaeHaTa MHMOpPMaLUKUs, KOATO € B C/IeACTBME Ha M3MaMa Uu
YMULLNEHO HEBSPHO M3SIBfIEHME Ha 3asiBUTENS;

"  M3MON3BaHETO Ha cepTudmKaT, KOUTO He e bun mM3pgageH Wan U3nons3saH B
cboTBeTCcTBUE C CPS;

*  WN3MON3BaHETO Ha cepTuduKaT, KOMTO HE € BaluAeH;

*  K3MNON3BaHETO Ha cepTuduKkaTt, NMpM KOETO Ca HaABMWLLUEHW OMnpeaesieHuTe or-
paHu4veHuns, nocovyeHun B Hero unm B CPS;

"  CUIYPHOCTTA, U3MNON3BaHETO, LeNoCTTa Ha NMpoAYKTUTE, BKIIKOUYMTENHO XapAy-
epa n codTyepa, Kouto aboHaTbLT U3NON3Ba;

. KOMMNPOMETUNPAHE Ha YaCTHUA KJTKOY Ha aboHara.

5.12 OrpaHuuyeHus Ha BpeauTe

Mpu HUKakBM ycnoBus (OCBEH B Cny4yal Ha HebpexXHOoCT) obuiata OTrOBOPHOCT Ha
StamplIT KbM BCUYKM CTpaHU, BKAOUMUTENHO U 6e3 orpaHnyeHmne Ha aboHaTt, 3asBu-
Ten, nosy4daten wau poBepsiBalla ce CTpaHa 3a BCUMYKW €NeKTPOHHM Mnoanucu wu
TpaH3aKuUnmM, CBbpP3aHN C TaKbB CepTUdMKAT, HAMa Aa HaABMLIABA NMMUTA 3a Takuea
cepTndurkaTmM, KOMTO € onpeneneH B AoKyMeHTa “llpakTuka Ha pocraBuymKka npwu
npeaoctaBsiHe Ha yaoctoBeputenHu ycnyrmn” (CPS).

5.13 NpunoxeHune Ha Certificate policy

Korato gokymeHTbT Certificate policy npotusopeun Ha CPS, we ce npwunarat ycio-
BusTa Ha CPS n Tolt we nmMa 3aab/mxutenHa cunia 3a aboHara.

5.14 YBegomMmsiBaHe

StamplIT npueMa cbobuieHUs, Kacaelwm HerosaTa AeMHOCT Ype3 eNeKTPOHHO noanu-
CaHW CbObWEHNS UM Ha XapTueH HocuTen. lMpu nonyyaBaHe Ha BaJMAHO, eNekT-
POHHO MOAMMCAHO MOTBbPXAEHME 3a MoSly4YaBaHE Ha eSIeKTPOHHOTO CbobuieHue oT
StamplT, nogatensaT Ha CbobLWEHNETO NpUeMa, Ye KOMYHMKAUUSATa € OCbLleCcTBeHa.
AKO noaTenaT He MoNy4Yu TakoBa MOTBbpPXAEHME B paMmkuTe Ha 5 (neT) aHu, Tom
TpsabBa Aa M3npatM NMCMEHO CbobLieHNe Ha XapTUEH HOCUTEN 4Ype3 KYpPUEepCKM yc-
Nyrn, KOUTOo We NOTBLPAST AOCTaBKaTa MKW Yype3 npenopbyaHo MUCMO WU MUCMO C
obpaTHa pa3nucka, agpecupaHo KakTo creaBa:

“UHdpopMaumoHHO obcnyxsaHe” Al. - StamplIT
Yn. "165" 3, x.k. U3rpes,

1797 Codwusa, bbnrapus

Ten: + 359 2 9656 2044

dakc: + 359 2 9656 2012

E-mail agpec: support@mail.stampit.org
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6

6.1

MepcoHanHun StampIT DocPro ceptucdmkaTun

DocPro ceptudunkatute, nsgasaHm ot StamplT npegnarat rapaHuus 3a UAEHTUY-
HOCTTa, KOETO M3MCKBaA (PU3NYECKO ABSIBaHE Ha 3asiBUTENS Npea perncrpupaiwms op-
raH npu nsgaBaHeTo UM,

StamplIT DocPro Ceptudumkartm ce n3gasat Ha PU3NYECKN AnLa, KOUTO Ca YMnbi-
HOMOLLEeHN Aa npeacTasngaBat topuandecku nvua. Ceptudukatute moraTt ga 6baat
M3NON3BaHU 3a MAEHTUdUUMPAHE, 3alMTEHO M3MpallaHe Ha eNneKTPOHHU cbobule-
HUS N 3alMTEHM KOMYHMKauMW, AOCTbM A0 NM4YHa puHaHcoBa MHMOpMaUMa U OH-
NanH VIHTepHEeT TpaH3aKkumn OT BCSKaKbB BMA, KaTo Hanpumep WHTepHeT aboHaMeH-
THW yCnyru.

MNepcoHanHuTe StamplT DocPro cepTudmkaTM MMaT CpOK Ha BaAMAHOCT eAHa rogm-
Ha.

CbabprxaHue

C'bﬂ,'bp)KaHmeTO Ha VIH(bOpMaLl,MFITa, I'IY6}'IMKYBaHa B CepTMCbMKaTa MOX€ Aa BKJ/IKO4YBa,
HO HE € OrpaHn4yeHo A0 CNnegHUTE E€NIEMEHTU.

= e-mail agpec Ha ynbAHOMOLLEHMS NpeacTaBuTen;
"  VIMe Ha YNbJHOMOLWEHNS NpeacTasuTen;

*  nybnuuen Knoy;

" KOA Ha CTpaHaTa;

* HauMMeHOBaHMWe Ha PUANYECKOTO nLE;

*  [JaHHW 33 IOPUANYECKOTO Nnue;

= ajapec no ceganuvue Ha tOJ1;

*  m3paBaw YaoctoBepsiBauw, opraH (StamplT);
=  eNleKTpPOHeH nognuc Ha StamplT;

"  BWA Ha anropuTbma;

" CpPOK Ha Ba/MAHOCT Ha cepTudukarta;

" CepueH HOMep Ha cepTudukara.
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6.2 Mpocdwun Ha cepTudpukara:

StamplIT DocPro Certificate

Signature Algorithm Shal/RSA

Issuer CN StampIT Domestic CA
C BG
(0] Information Services Plc.
ou StampIT

Validity 1 Year

Subject C Country
L Locality
(6] Organization
ou Organization Unit
CN Common Name
E E-Mail

POC Postal Code

STA Address

T Job Function

S State B:[BY/ICTAT]
T:[daHbyeH Homep]
C:[CbaebHa pernctpaums]
F:[oBnacTtsiBaHe]
EGN:[ETH]

PN Phone

Public Key Length/Type

RSA 1024 bits

Key Usage (Critical)

Digital Signature, Non-Repudiation, Key Encipherment, Data
Encipherment

Issuer Alternative Name (Non Critical)

/OU=DocPro Certificate

Extended Key Usage Field (Non Critical)

Client Authentication, E-Mail Protection

Authority Key Identifier (Non Critical)

[Issuing Authority Key ID]

Subject Key Identifier (Non Critical)

[Subject Key ID]

Basic Constrains (Critical)

No (End Entity)

CRL Distribution Point (Non Critical)

Custom DP: URL http://www.stampit.org/crl/stampit.crl

Certificate Policies (Non Critical)

Policy Identifier = OID 1.3.6.1.4.1.11290.1.1.1.1

Policy Qualifier Info:
Policy Qualifier ID = 1.3.6.1.5.5.7.2.1
Qualifier = http://www.stampit.org/repository/

6.3 [okyMeHTM 3a nsaasaHe Ha StamplIT DocPro ceptucdpmkaTmn

CnegHnTe OOoKyMeHTU TpsbBa ga 6baaT nNpeacTaBeHW OT 3asiBUTENS MNpu nogaBaHe
Ha MCKaHe 3a nagasaHe Ha StamplT DocPro ceptudukar:

CbaebHo pelueHMe 3a perncrtpaums-opmruHan n Konme, 3aBepeHo OT 3as-
JOKyMeHT 3a gaHb4yHa perncrpaums — opurmHan um Konue, 3aBepeHo OoT
JokyMmeHT 3a permnctpaumnsa no BYJICTAT - opurMHan v Konume, 3aBepeHo

YAoCToBEpeHUE 3a aKTyaslHO CbCTOSIHME, M3AAAEHO HE MO-paHo OT eauH
Mecel npeau noaaBaHe Ha MCKAHETO 3a M34aBaHe Ha cepTudUKaT — opu-

JOKyMeHT 3a CaMO/IMYHOCT (J'IM‘-IHa KapTa) Ha CIJMBMl-IeCKOTO nnue, KOeTo
Ceé BNMnnCBa B CbAbpPXaHUNETO Ha CepTVI(bVIKaTa M € ynbJIHOMOWEHO Aa
npeacraBnsdBa LOpUMANYECKOTO JMLE — OpUrMHaAN U KOrMuWe, 3aBepeHo OT

1.

BUTENS.
2.

3asaBuTens.
3.

OT 3asABuUTENS.
4.

rmHan.
5.

3asaBuTens.
6.

HoTapnanHo 3aBepeHO Mb/IHOMOLIHO, OT KOETO Npomu3TUYa npeactaBuUTen-
HaTa BNacT Ha GU3MYECKOTO SIMLE CMPSIMO HOPUAMYECKOTO JIULE — OPUrU-
Han. To3n OOKYMEHT e Heo6XxoaMM B Cflyyali, Ye OCHOBaHWETO 3a OBJac-
TSIBQHE He € BKJ/IIOYEHO B [IpYrUTE AOKYMEHTU 3a CTaTyca Ha lopuanyecko-
TO nuue.
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6.4

6.5

6.6

7. lNoanucaH goroeop 3a yAOCTOBEpUTEsIHa ycnyra.

8. TloanucaHo uckaHe 3a u3gaBaHe Ha cepTudukar.

9. TlonbnHeHa Ha NaTuHULa M noanucaHa 6naHka 3a perncrpauus.
10. lokyMeHT, yAOCTOBepSsIBaLL 3aniallaHeTo Ha ycayraTa.

N3pnaBaHe Ha cepTudukaTun

3a n3paBaHe Ha StamplT DocPro ceptndgunkatn e Heo6xXoaAMMO 3asaBUTENSA Aa Ce SIBU
NnM4yHo B Peructpupaw, opraH Ha StamplT. 3assutendaTr npeacrassa npea Peructpu-
pawmaT opraH M3MCKBaHUTE AOKYMEHTU, yAOCTOBEPSBALLM CaMOJIMYHOCTTA MY U OC-
HOBaHMETO 3a OBJlacTsBaHe MO OTHOLWEHWE Ha PUMAMYECKOTO nLe, BNMCAHO B Cb-
ObPXXaHNETO Ha cepTuduKaTa

Cneg n3bplBaHe Ha HeobxoammuTe nposBepkn StamplT nsgasa ceptmdukaTt, KOMTO
ce 3anucBa BbpXy CMapT KapTa M ce npeaoctaBs Ha aboHaTta. U3papeHusaT ceptu-
dukaTt ce nybnukyBa B nogabpxkaHaTta oT StamplT nybnnuHa LDAP anpektopuiiHa
CTpYKTypa. [aHHuTe 3a akTuBMpaHe Ha cmapT kaptata (PIN koga) ce m3npawar Ha
aboHaTa Mo anTepHaTMBEH KaHan — 4ypes3 Kypuep Wau C npenopbyaHo NMMCMO C 06-
paTHa pa3nucka Ha agpeca, NOCOYEH OT 3asBuUTenNs.
StamplT KOHTpONMpa TOYHOCTTa Ha NnybnukyBaHaTta MHPOpMaUMs, KOSTO Ce npeaoc-
Taes oT aboHaTa, KbM MOMEHTa Ha M3A4aBaHETO Ha cepTudumkaTta. C NpuKIoYBaHe Ha
npoueaypata No u3gaBaHe Ha cepTudwukaTt, StamplT noTBbpXxaaBa cnegHaTa MH-
dopmauus:
e 3a8BUTENAT € CbLLOTO SiNLEe, KOeTO € BNUCaHo B usgageHus ot StamplT cep-
Tndukar;
e nHdOpMauMaTa, KOSATO € BKJIIOYEHA B cepTudmMKaTa € To4YHa, OCBEH aKo He e
HenpoBepeHa MHpopMauua 3a aboHaTa;
e 3aABUTENAT 3a cepTuduKaT NpuTexaBa YacCTHUS K4, KOMTO KopecrnoHAnpa
Ha Nybnn4yHUs K4, BKAOYEH B cepTudukara.

[JaHHuTe 3a akTuBMpaHe Ha cmapT kapTtaTa (PIN koga) ce manpawat Ha aboHaTa no
anTepHaTUBEH KaHan — 4pe3 Kypuep uau C npenopbyaHo NUCMO C obpaTHa pasnuc-
Ka Ha aApeca, MOCOYEH OT 3asaBuUTenNs.

NMHdopmMmaumusn, BnucaHa B ceptudukara

ABOHATLT € ANbXeH Aa Cb6/oAaBa 3a BepHOCTTa Ha npeaocTaBeHaTa MHdopMauus,
Aa yBEOOMdBaA StampIT 3d BCAKAKBU MPOMEHUN, HACTbMUIN Cneg n3gaBaHe Ha cep-
TudukaTa n ga nogage MckaHe 3a npekpaTsaBaHe Ha cepTudukata Npu HalMume Ha
NMPOMEHN B AAHHUTE U 06CT09|TeJ'ICTBaTa, BMMCaHU B CepTMCbMKaTa.

Cnep, nosnyyvyaBaHeE Ha CMapT KapTaTa, KbAETO CE€ CbXpaHABaA 4YaCTHUA K4, KOpecC-
noHauMpall Ha I'Iy6J'IVI‘-IHVIFI K104, BKJ/IIOYEH B CepTVId)VIKaTa, aboHaTuUTEe HOCAT MbJiHa-
Ta OTrOoBOPHOCT 3a MpefoTBpaTABaHE Ha KOMMpoMeTupaHe, 3aryba, paskKpuBaHe,
mMoamduunpaHe wanM Apyro HEOTOPU3MPAHO M3MOSI3BAHE Ha TEXHWUSA YACTEH KJIHOM.
|_|pl/l Haanyme Ha CbMHEHUA OTHOCHO HACTblBaAHE Ha HAKOE OT NocoyeHuTe C'b6VITMﬂ,
CBbp3aHN C KOMMNpPOMETUPaAHE Ha 4YaCTHUA KoY, aboHaTuTe Ca ANBXHW Oa nNoAafaT
MCKaHE 3a npekpartdaBaHe Ha cemechKaTa.

Cnucobk ¢ npekpateHmn ceptudpukatu (CRL)

StamplIT nogabpXa M akTyanm3mpa Ha BCEKW TPU 4aca CNUCbKa C npekpaTeHuTe
cepTudmkatm (CRL), KOUTO e ny6an4HO AOCTbMeH Ha aapec
http://www.StamplIT.org/crl/StamplIT.crl
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6.6.1 Mpocdnn Ha cNUcbKa C NpekpaTeHn cepTudukaTu:
StampIT CRL
Version Version 2
Issuer Name CN StampIT Domestic CA
C BG
0 Information Services Plc.
ou StampIT
Effective date [Date of CRL issuance]
Next Update [Next update]
Signature algorithm Shal/RSA
CRL Number [CRL number]
Authority key identifier [Issuing Authority Key ID]
Revocation List CRL Entries
Certificate Serial Number [Certificate Serial Number]
Date and Time of Revocation [Date and Time of Revocation]
Reason code [Revocation reason code] (optional)
6.6.2 Kopnose 3a cnupaHe/npekpaTtsiBaHe Ha cepTudmkaTu:

1. Key Compromise - KOMMpOMeTMpaH € 4acCTHUS K4, CbOTBETCTBALL Ha
Ny6aMYHMSA K04, BK/IOYEH B CbAbPXXAaHMETO Ha cepTuduKarta, cneposarten-
HO HIMa OCHOBaHWA 3a AOBepsiBaHe Ha TO3M cepTuduKar.

2. CA Compromise - KOMNpOMETMpPaH e 4YacTHUS KoY Ha YAOoCToBepsiBalLus
opraH, KOMTO ce M3Mosi3Ba 3a noanuceaHe Ha ceptudmkaTn Ha aboHaTuTe.

3. Affiliation Changed - npomMeHu B ApYyXeCTBOTO/CAPYXEHUETO — CybBeKTbT,
BNUCaAH B cepTudmKaTa Beve € C NPOMEHEH CTaTyT NO OTHOLUIEHWE Ha puamn-
YecKoTo nmue.

4. Superseded - cepTndunKaTbT € 3aMeCTeH OT ApYyr cepTmudukar.

5. Cessation of Operation - npekpateHn ca genMHoOCTMTE, CBbpP3aHU C MbpPBO-
Ha4yasHOTO M3gaBaHe Ha cepTudukara.

6. Certificate Hold - pgencrBmneto Ha cepTudukaTta e cnpsHo (cepTuduUKaTbT e
HeBalMAeH B MOMEHTA).
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