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ABTOp Ha €eneKTPOHHOTO WU3SBMEHWEe - (PU3NYECKOTO nuue,
KOETO B U3SIBMIEHNETO Ce COYM KaTO HEroB U3BbLPLLUTEN

3aKoH 3a eNneKTPOHHWUS AOKYMEHT U eNeKTPOHHMSA Noannc
Komucus 3a perynupaHe Ha cbobLeHuaTa

Hapenba 3a  peunHocTTa Ha  gocTaBuYMUMUTE Ha
YyAOCTOBEpPUTENHW YCNyr, peda 3a HEMHOTO npekpaTsBaHe U
3a M3MCKBaHUSATa MNpv NpedocTaBsiHE Ha YOOCTOBEPUTENHM
ycnyru

Hapenba 3a nsmckBaHuATa KbM anroputMute 3a Cb3gaBaHe
1 NpoBepKa Ha kBanuduumpaH enekTpoHeH noanuc
[okymeHT, cbabpxaw, [lpaktuka Ha [JocTaBuMka 3a
npefocTaBsHe Ha yaocToBepuTenHu ycnyrn u Monutuka Ha
AOCTaB4MKa Npu NpegocTaBsHe Ha yAOCTOBEPUTENHN YCIyru
lMpakTrka Ha nNpedocTaBsiHe Ha yAOCTOBEPUTENHW YCIyrn 3a
KBanuuuupaH enekTpoHeH Noanuc

MonuTuka Ha npegocTaBsiHe Ha YOOCTOBEPUTENHU YCNyru 3a
KBanuuumpaH enekTpoHeH Noanuc

Pernctpupaly opraH

YpocTtoBepsiBall opraH

TUTyNsip Ha eNEKTPOHHOTO M3SIBIEHNE - NULETO, OT UMETO Ha
KOETO € U3BBbPLUEHO EJTIEKTPOHHOTO U3SABMEHNME.
KBanuduumpaH enekTpoHeH nognuc — Mma 3HavyeHUeTO Ha
CaMOpBbY€EH NOAMMC MO OTHOLLEHNE Ha BCUYKM.
YpocTtoBepeHue 3a kBanuduumpaH enekTpoHeH nognmc
€MNeKTPOHEH AOKYMEHT

Komucusita 3a perynupaHe Ha cbobLleHudaTa
YCbBbpPLUEHCTBAH €NeKTpOHeH noanuc e npeobpasyBaHo
€MNeKTPOHHO  U3sIBNEeHMe,  BKMYeHo, JobaBeHO  unu
NIOrMYEeCKN CBbP3aHO CbC CbLUIOTO EMNEKTPOHHO M3SABMEHUe,
npeav npeobpasyBaHeTO.

lMpeobpa3yBaHeTO Cce  M3BbpWBa Ype3  anroputmu,
BKIIOYBALLM  M3MON3BAHETO Ha  YaCTHUA  KIMIOY  Ha
acuMeTpuyHa KpunTocuctema.

Kpuntorpadcku anroputbM (aCMMeTpUYEH)

XeLl pyHKUMS
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URL Uniform Resource Locator Ykasarten Ha pecypc/yeb agpec



Ycnosusa n pef 3a nanonssaHe Ha kKBanuduuupaH enekTpoHeH noanuc sepcus 2.3

OBl NPEMMER
Tosu pasgen npaesu o6l npernen Ha NpakTUKUTE MO NPEAOCTaBsiHE Ha YOOCTOBEPUTENHMU
ycnyru oT ,MHdopmauunoHHo obcnyxsaHe” ALl.
[ocTaBYuK Ha yOOCTOBEPUTENTHU YCIyTU
“UHdopmaLmoHHO obcenyxBaHe” Al e AOCTaBYMK Ha YOOCTOBEPUTENHW ycrnyrn n paboTtu B
CbOTBETCTBME CbC 3akoHa 3a ENEeKTPOHHUS [OOKYMEHT W enekTpoHHus nognuc (SELOEM) wn
NMoA3akoOHOBWTE HOPMATMBHU akToBe, W3JadeHW Mo HeroBoTo npunaraHe. “MIHPOpMauUMOHHO
obcnyxeaHe” ALl npenoctaBa yAOCTOBEPUTENHM YCRyrM MOCPeAcTBOM ydocmoeepsigall op2aH U
Mpexa OT peaucmpupawju opaaHu. Y[OOCTOBEPSABALUMAT OpraH W perucTpypawiuTte opraHu
M3BbPLUBAT AENHOCTUTE CU NO NPEeAOCTaBsiHE Ha yOOCTOBEPUTENHUTE YCNyrM OT UMETO U 3a CMeTKa
Ha “NHopmaumoHHo obcnyxeaHe” ALl.
YpocTtoBepsiBawy opraH
StamplT e YpgpocTtoBepsiBawMAT opraH Ha “UHdopmaunoHHo obcnyxeaHe” ALl, KOWTO wusgaBa
yaocToBepeHus 3a ksanuduuupaH enektpoHeH noanuc (YKEI) Ha dwmsmyecku unu topuamyecku
nvua. YOoocToBepsBalLMAT OpraH M3BbpLlUBa OEeWHOCTM, KOWTO BKIMOYBaT M3gaBaHe, NMOAHOBSIBAHE,
cnvpaHe 1 Bb3obHoBsABaHe, npekpatsaBaHe Ha YKEI, BogeHe Ha perncTbp 1 ocurypsiBaHe Ha gOCTbN
[0 Hero.
Peructpupalum oprasm
YpocTtoBepsaBawmat opraH usgasa YKEI cnen ussbpluBaHe Ha npoBepka Ha MAEHTUYHOCTTA Ha
aboHaTta. B Ttasu Bpb3ka “UHdopmaumoHHo obcnyxsaHe” ALl npegoctaBa ycnyrute cu Ha aboHaTuTe
ypes3 Mpexa oT Peructpupallm opraHu, KOUTO UMaT cnegHntTe yHKLMK:
* npuemar, npoBepsiBaT, ogobpsaBaT UnNu OTXBLPNAT UCKaHUSATa 3a usgasaHe Ha YKEIT;
= perucTpupar nogageHuTe uckaHus 3a yoocTtoBeputenHun ycnyrm Ha StamplT;
" yyacTBaT BbB BCMYKM €Tanu Npu ngeHtuduuyupaHeTo Ha aboHaTute, KakTo e onpeaernieHo ot
StamplT, B 3aBncumocT ot Tuna YKEI, kouto nsgasar;
" [o3oBaBaT ce Ha oduUManHu, HoTapuanHo 3aBepeHn Unu gpyrv NOCoYEeHN AOKYMEHTH, 3a Aa
NpoBepSAT UCKAHETO, NOAaAeHO OT 3asiBUTENS;
= cned ogobpeHue Ha uckaHeTo, ysegomsasat StamplT aa nsgage YKETT;
= perucTpupart nogjazeHuTe 3asBKM 3a MOAHOBSABaHe, MNpekpaTaBaHe, BPEMEHHO CrnuvpaHe U
Bb306HOBsIBaHe Ha aencTteueTo Ha YKETT.
Pernctpupawmte opraHv genctsaTt Ha MECTHO HMBO C odobpeHne n crieq oTopu3upaHe oT CTpaHa Ha
“UHdopmanmoHHo obenyxBaHe” ALl, B CbOTBETCTBME C HErOBUTE MPaKTUKM U NpoLeaypu.
YaoctoBepeHus 3a kBanuduumupaH enekTpoHeH nognuc
YpoctoBepeHMETO 3a eneKTpoHeH MOANWC, npeacTaensBa dopmatvpaHn OaHHW, KOUTO
CcBbp3BaT onpeaeneH aboHat ¢ nyénuuHua my kntod. YKEI gaBa Bb3MOXHOCT Ha AadeHO nuue, KoeTo
yyacTBa B efleKTpOHHa TpaH3aKuMs Aa OOoKaXe caMOMMYHOCTTa Cu nped ApyruTe yyacTHUUM B Tasu
TpaH3akums.
YKEMN wMoraT pga ce nonsBat 3a [OEWHOCTW, KOUTO BKMOYBAT WAeHTUdMKaLMs, noanuceBaHe,

aBTEHTUUKALUMS U KpUNTUpaHe.
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StamplT Doc Certificate n StamplT DocPro Certificate nmat ctaTyT Ha YyOOCTOBEpEHWs 3a
KBanuduumpaH enekTpoHeH Noanuc, CbrnacHo 3akoHa 3a eneKTPOHHUS OOKYMEHT U eNeKTPOHHUS
noanuc (SEOEMN).
B3aumopencTBue ¢ noTpebutenuTe 3a N360p Ha yAOCTOBEPUTENHU YCIYTU

StamplT okasBa CbOeNCTBME Ha KNMEeHTUTEe CU 3a M30op Ha noaxoasiia yaocTtoBepuTernHa
ycnyra. AGoHaTuTe TpsabBa BHUMATENHO Ada oOnpefenst W3MCKBaHWSTa CUM KbM crneuuduyHuTe
NPUMOXEHNS 3a 3aLUUTEHN U KPUMTUMPAHM KOMyHMKauuW, Npeau Aa nogajaTt uckaHe 3a usgaBaHe Ha
cboTBeTHus Tmn YKETT.
AGoHaTun

AboHaTtuTe ca pU3n4EeCKM UNKU KPUANYECKU nnua, KOUTO ca NoAanu UCKaHe U crnefd YChneLHo
3aBbpLUBaHe Ha npoueaypaTa, uMm e 6uno nsgageHo YKEr. MNpean na 6bae nsBbplueHa npoBepka u
na my 6vae usgageHo YKEI, aboHaTsT e camo 3aasBuTen 3a ycnyrute Ha StamplT.
ABOHaTBLT € TUTYNAP U aBTOP Ha eNeKTPOHHUSA noanuc, B cnydante npu komto YKEN e nsgageHo Ha
dmamnyecko nuue.
ABOHaTBLT € TUTYNSIp Ha enekTpoHHUs nognuc, korato YKEI e n3agageHo no MckaHe Ha HpuUaMYecKo
nviue, a aBTOPbT Ha ENEKTPOHHUS MOAMUC CbXpaHsiBa YacTHUS K4 U € YMbJIHOMOLWEH pAa
npeacTaBngasBa TUTYnNsapa v Aa U3BbpLLBa JENCTBUS OT HEFOBO MME 1 3a HEroBa CMeTKa.
OTHoweHuaTa mexay “UHdopmaunoHHo obenyxsaHe” All, KaTo AOCTaBYMK Ha YOOCTOBEPUTENHMU
ycnyru n aboHara, ce ypexaaT C NMMCMEH J0roBop.
[JoBepsiBaluu ce cTpaHu

[oBepsiBawmTe ce CTpaHM ca U3MYECKM WU IOPUONYECKM Inuua, KOUTO K3nonssat
yooctoBeputenHute ycnyru ¢ YKEI, nspgageHn ot StamplT u ce goBepsieat Ha Te3n YKEI w/unu
€reKTPOHHM NOANUCU, KOUTO MoraT ga 6baaTt npoBepeHn Ypes nyonmyHms ko, 3anucaH B YKEI Ha
aboHarTa.
3a pa 6bae notBbpaeHa BanuaHocTTa Ha YKET, koeTo nonyyasaT, JoBepsiBalLnTe ce cTpaHu Tpsibea
ha ce obpbliaT kbM StamplT anpekTopusita, KosATo BkntouBa Cnucbka ¢ NpekpateHute n CnpexHute
YKEI, Bcekn nbT nNpeau ga B3emaT pelleHMe ganu ga ce JoOBepsaAT Ha MHopMaumata noco4veHa B
YKET.
YcnoBusa u peg 3a nanon3sBaHe Ha KBanuduumnpaH enekTpoHeH nognuc
HacToawunaT goKyMeHT “YCnoBus 1 pea 3a U3nonsBaHe Ha KBanuguuupaH enekTpoHeH nognuc” gasa
MHOPMaLIMA 3a TEXHOSOIMATA, YCroBuaTa M pega 3a usnona3saHe Ha enekTpoHHna nognmc n YKET,
BKMIOUYUTENHO N3NCKBAHUATA 338 CbXPaHEHUe Ha YaCTHUS KoY.
TexHONOrnsA Ha U3Non3BaHe Ha eNieKTPOHHUSA NoANuc

B T0o3u pa3sgen e pasrnegaHa TEXHONOMMATa Ha NofnyvyaBaHe, UHCTanMpaHe 1 U3non3BaHe Ha
YKE n enexktpoHHuTe noanucu. NepcoHanHute YKEN ce nsgasat ot StamplT Bbpxy cMapT kapTa.
2.1 TMNpepBapuTenHa noaroToBKa

lMpouecbT Ha npeaBapuTenHaTta NoAroToBkKa 3a MnonyyaBaHe W WHcTanupaHe Ha YKEI wn
M3Mon3BaHe Ha eNeKTPOHHUSA NoAMNMC BKMOYBa CMeAHUTE OCHOBHU CTBIKM:

. NopaBaHe Ha uckaHe 3a usgasaHe Ha YKEIT;

® HDOBepKa Ha NWOEHTNYHOCTTa Ha 3aAaABUTENA;
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M3pasaHe Ha YKEI ot StamplT;
MonyyaBaHe Ha YKEI u gaHHUTe 3a AOCTBN 4O CMapT KapTaTa;

WHctanupane Ha YKEI Ha StamplT Ha nepcoHanHus KOMMKOTbP Ha aBTopa Ha

E€NeKTPHHNA Noanuc;

MHcTanmpaHe Ha YKEI Ha aBTOpa Ha €neKkTPOHHMS NOAMUC Ha nepcoHanHus

KOMMIOTBP;

YKEIT;

OcurypsiBaHe Ha ycrnoBusi 3a 3aluTa Ha YyacTHus knod u YKETT;

N36op v vHCTanupaHe Ha NpuIoxeH codTyep, 3a MONi3BaHe Ha YacTHUS KIoY U

HacTtpolika Ha npunoxHusa codTyep.

2.2 MopnuceaHe

B HacTosiwmaT naparpaq) € pasrnegaH Han-4ecTo cpelaHna BapnaHT Ha U3nosri3BaHe Ha

eneKTPOHHMA NoAnuc - 3a NoanuMcBaHe Ha enekTpoHHa nola. B obwwus cniyyait, ToBa crtaBa Mo

cnegHnAa HaunH:

BbBEXJa Ce eNeKTPOHHMSA afpec Ha agpecaTta Ha eNNEKTPOHHOTO U3SBIEHNE;
BbBeXaa ce Temata (Subject) Ha eneKkTPOHHOTO U3SBIEHME;

BbBEX[A CE CbOAbPKAHNETO HA ENTEKTPOHHOTO U3ABMEHUE;

B Cnyyan, 4Yye e Heobxoaumo, KbM cbobLlieHneTo ce pAobaBsaT u3bpaHuTe oOT
aBTopa dannose;

aBTOpbT M36mpa YKEI, 3a koWTO pasnonara CbC CbLOTBETHUSA YaCTeH KIOY U C
KOWTO MOAMMCBA ENEKTPOHHOTO u3sABfeHMe (Mpu Hanuyme Ha noBeve OT eauH
nepcoHaneH YKE);

noanncaHoTO ENEKTPOHHO U3SIBIIEHUE Ce M3Mnpalla Ha eNneKkTPOHHUS agpec,

BbBeOeH B Ha4anoTo.

BbB BCMYKHM cny4yan Ha noanncBaHe Ha €N1IeKTPOHHU U3ABIIEHUA, aBTOPBT Ha €N1eKTPOHHUA

noanumc Tpﬂ6Ba CTPUKTHO Oa cnegBa YKasaHudta, gageHun oT p83pa60T‘-IMKa Ha MPUNOXHUA

codTyep U Oa ce cbobpassBa C OrpaHMYeHMsTa M YCNOBMSATA 3a W3MON3BaHe, MOCOYEHU B

HopMaTMBHaTa ypeabda, To3n 4OKYMEHT U HapbyHUK Ha noTpe6utens Ha StamplT.

2.3 WpeHTndmkaumsa

YKEI, nsgasanu ot StamplT, morat ga ce nsnonasat 3a uaeHTuduKaLms Ha KnmeHTa npu

oTAanedyeH ocTton Ao ye6 CbpBbpP MO crnegHna HauvuH:

C nomowita Ha u3nonaeaHus OT aboHaTa Gpay3bp ce u3bupa MACTOTO, KOETO e
06ekT Ha oTganeyeH gocTtun (Han-vyecto URL);

[Mpn ocbllecTBABaHe Ha Bpb3kaTa CbC CbpBbpa, 0T aboHATLT Ce M3nckBa Aa
n3bepe n NOoTBbPAM CbOTBETHUS nepcoHaneH YKEN, kouto we m3nonsea, 3a ga
nosny4n OOCTbI 4O OTAANEeYEHNTE PEeCYpCH;

Cneg ycnewHo nMpukNiOYBaHe Ha cecusitTa No  uaeHTudpmumpaHe, aboHaTbT
nonyyaBa Bb3MOXHOCT 3a AOCTbN OO OTAAarieYeHUTE pecypcu, B CbOTBETCTBUE C

npegocraBeHNTE My 3a ToBa npasa.
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2.4 [poBepka Ha eNneKTPoHeH noanuc

Llenta Ha npoBepkaTa Ha eneKkTPOHHUSA NOANUC € a Ce YCTaHOBMU, Ye:

e eneKTPOHHUAT noanuc € 6un cb3gafeH C YacTeH KMd, KOWTO KopecnoHaupa Ha
ny6nuyHms kntod, Bnucad B YKEI Ha noanucealus;

e cbobLlleHneTo He e BKUno NPOMEHSHO cnepf KaTo € BMNo enekTPOHHO noanu-
caHo.

Mpu nonyyaBaHe Ha NognNMcaHoO enekTpoOHHO U3ABNEeHWe, Npean a B3eme pelueHve, aanu
Ja ce OOBepu Ha TO3M eNeKTPOHEH MoAnuc, agpecaTbT (QoBepsiBALWlaTa ce cTpaHa) TpsbBa aga
N3BBbPLUM HAN-Manko cnegHuTe AencTBus:

e [la ce 3anosHae c npuHUMNUTE 1 Npasunata Ha StamplT 3a nsgasaHe n yn-
paBneHue Ha YKEIT;

e [a npoeepu (C nomoliTa Ha MNPUNOXHUA codTyep) CbCTOAHMETO Ha €EnekT-
POHHWS noanuc - fanu erekTPoOHHOTO M3SIBMEHME He e MPOMEHSIHO cnepj Kato e
nognucaHo oT aBTopa;

e [a npoBepn nepmoga Ha BanugHocT, BnucaH B YKEI Ha aBTopa Ha
€reKTPOHHOTO U3SABMEHne;

e [Ja npoeepn pann YKEI, koWTo € wu3non3eBaH 3a NoanucBaHe Ha
€reKTPOHHOTO M3ABMeHne, e NnybnukysaH ot StamplT;

e [a uaternu ot canta Ha StamplT nocrnegHOTO Konue Ha NnybnuyHO NpeaocTa-
BeHus Cnncbk ¢ npekpateHu u cnpeHun YKET (CRL);

e [Ja vHctanupa CRL un ga aktyanuaupa 6asata gaHHu ¢ NpeKkpaTeHn U CIpeHM

YAOCTOBEPEHUSA BbPXY NOKaNHUA KOMMOTHLP, Ha KOUTO Ce U3BbpLLBa NpoBepKaTa;

e BwusyanHo unu aBToMatuyHO (NMOCPEACTBOM MPUIOXHUSA coddTyep) Aa Hanpasu
npoBepka 3a ctatyca Ha YKEI - ganu B aktyanHua CRL e skntodeH YKEI Ha
aBTopa/TUTynsipa Ha Nony4eHOTO eNeKTPOHHO U3SBMEHME.

Cnep u3BbpLUBaHe Ha NOCOYEHUTE CTBLIKW, ako cyeTe 3a Heobxoaumo, agpecaTtbT MOXe Aa
npeanpvemMe u Apyru, JonycTUMK OT 3aKOHa OeNCTBUS, C Lien OoMbrHUTENHa npoBepka, npeau aa
B3eMe OKOH4YaTernHoTO pelleHue fanu a ce JoBepu Ha enekTpoHHus nognuc u YKEN. BbB BCcuykn
cnydan agpecaTtbT TpsAbBa ga ce fgoBepsiBa Ha enekTpoHHus nognuc u YKEIN camo go crenen,

pasyMHa 3a gafeHute obcTosATencTea.

M3nckBaHnsa 3a cbXpaHeHWe Ha YacTHUA KoY
YacTHUAT KMoy Ha acumeTpuyHaTa kpuntorpadcka cuctema Tpsabsa fa ce CbXxpaHsiBa B

YyCrnoBusiTa Ha BUCOKa CTEMEH Ha curypHocT. B HacTodwma pasgen ca pasrnefaHu OCHOBHUTE
N3NCKBaHMSA 3a CbXPaHeHWEe Ha YaCTHUS KIoY Ha aBTopa Ha enekTpoHEH noanuc.
3.1 ®u3nyecko cbxpaHeHue

Cnepn reHepupaHeTo Ha Krio4oBaTa OBOMKA BbPXy CMapT kapTaTa M npefocTaBsHe Ha
JaHHUTe 3a aKkTMBMpaHe Ha CMapT KapTaTta Ha aboHaTa, OTrOBOpPHOCTTa 3a (hM3M4eckoTOo onasBaHe
Ha YaCTHMS KIOY Ce HOCK M3UdAno OT Hero. CbhLIOTO ce OTHacs M 3a CryvyauTe Npu CbXpaHeHue Ha
YacTHUA KN4 BbB pann. AGOHaTHLT TpAOBa Aa B3eMe CbOTBETHUTE MEPKM 3a Bb3NpensdaTCTBaHe Ha

HeoTopuanpaH uamyeckn OOCTbN A0 HocuTens (dpaitna unum cMapT KapTaTta), CbAbpKall YacTHUA
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knoy. Joctbn o HocuTensa TpsAbBa ga vMMma camMo aBTopa Ha enekTPOHHWS MoAnuC, KOeTo Lie
npeanasu yactHusa kniod 1 YKEI ot HeoTopuaupaH OOCTbN, 3gaBaHe Unm non3saHe Ha enekTPoHeH
noanuc ot Apyro nuue, pasnuyHo oT aBTopa.

3.2 Bwb3npousBexaaHe

CobxpaHsiBaHeTO Ha 4dacTHuTe kntoyoBe 1 YKEI BbB hannose cb3gaBa npeanocTaBky 3a
©bP30TO MM M NECHO Bb3NPOM3BEXAAHE OT NuLEe, pa3nnyHo oT aBTopa. [Npu cbxpaHeHne Ha YacTHuS
KMoy BbpPXy CMapT KapTa, ToW He MOoXe Aa ObAe ekcrnopTvpaH, HO aBTOPbT Ha €NeKTPOHHMS Noanuc
He TpsAbBa Oa npedocTaBsd Ha APYrM fivua Bb3MOXHOCTTA 3a AOCTbM A0 YaCTHUSA K4, CcMmapT
KapTaTta unu npefoctaBeHUaT My OT StamplT enekTpoHeH dann, cbabpxkaly YKETT.

3.3 OnepaTMBHO CbXpaHEeHUe Ha YaCTHUA KnkoY

B cnyyaute Ha onepaTtuBHa paboTa, korato pannbT UM cMapT KapTaTta, BbpXy KOATO ce
Hamumpa YacTtHus kntod 1 YKEI He ce nanonsea BpeMeHHO, Te He TpsibBa ga ce octaBaT 6e3 Haasop
Ha nybnuyHO JOCTLMHO MSACTO. Hecna3BaHeTO Ha ToBa WM3MCKBaHe Cb3gaBa MPeAnocTaBkuM 3a
KOMMpOMeTMpaHe Ha YacTHWSA Koy Ha aboHaTa.
3.4 KnrwouoBa ayma u nepcoHaneH uaeHtudgukaumoHeH Homep (MAUH)

HJocTenbT A0 4acTHUA kv M npepoctaBeHuss ot StamplT YKEI e orpaHuyen,
nocpencTeom krtoyosa Ayma (napona) unu NMWH kog. Camo 1 eAMHCTBEHO aBTOPBT Ha ENEKTPOHHUSA
nognuc Tpsbsa Aa 3Hae U Aa M3MNOoMn3Ba Kn4vosaTa Ayma 3a AocTbn Ao davna unu NUH kopa 3a
JocTtbn Ao cmapt kapTata. Cnep TpukpaTHO BbBexaaHe Ha norpeweH NMUNH kod, cmapT kaptaTta ce
Bnokupa. ABTOPBLT Ha enekTpoHHUA noanuc Tpabsa aa npeanpveme HeobxoanmuTe AencTeus, 3a aa
npegoTepaT BbL3MOXHOCTTA BCAKO APYro nvue fa nonyyu nHdopMauums 3a kniovosaTa gyma unm
NMNH kopa.

3.5 [lon3BaHe Ha YacTHUA KN4

Mpw Bcekn criydam Ha nonseaHe Ha YacTHus kntod 1 YKEI ce nsncksa cmapT kapTaTa ga e
nocTaBeHa B KapTOYETALWOTO YCTPOUCTBO. 3a Aa ce NpedoTBpaTv ONacHOCTTa OT HeOoTOpU3upaHo
nonssaHe Ha 4actHusa knod 1 YKEI ot gpyru nuua, kaptata He Tpsabea aa ce octaBda 6e3 Haasop B
KapTOYeTsALWOTO YCTPOUCTBO. B cnyyal, 4e nepcoHanHUAT KOMMAKTbP HAMa Aa ce M3nonsea 3a no-
npoabImKNTENeH nepuog OT BpemMe, CMapT KapTaTta He TpsAbBa Aa ce OCTaBdA B YETALLOTO YCTPOWCTBO
W MnepcoHanHWsi KOMMKTbP TpsbBa Aa ce M3KMYM u/vnv ga ce B3eMaT afeKkBaTHM MepKku 3a
npegoTepaTaABaHe Ha Bb3MOXHOCTTA 3a HeOoTOpM3MpaH [AOCTbM [0 Hero cbC cpefacTsata Ha
xapayepa v Ha onepauuoHHaTa cucTema.

3.6 WUsrybBaHe unu yHULWOXaBaHe

Mpn un3ryGBaHe vMnM yHULLOXaBaHe Ha 4aCTHMSA KoY, aBTOPbT 3arybBa Bb3MOXHOCTTa 3a
usnonssaHe Ha YKEI. StamplT He e B CbCTOsSiHME Aa Bb3CTaHOBU M3rybeHaTa unu yHULLOXEHa
KNio4oBa [BOWKa, Tbil KaTO He pa3snonara ¢ Bb3MOXHOCT 3a KonupaHeTo 1. Korato Ta ce reHepupa
BbPXY CMapT KapTa, YaCTHUAT K4 HEe MOXe MO HWKaKbB HauvH ga 6bae ekcnopTupaH oT Hed. B
cnyyaute, Korato YacTtHuAT kntod 1 YKEN ce cbxpaHsaBaT BbB (hann, StamplT He nonyyaBa JocTbn
[0 4acTHMS KN4, Tb KaTO efiekTpoHHaTa 3adBka 3a nognucsaHe Ha YKEI, kosTto nonyyaBa ot
aboHaTa, He CbObpXa YacTeH Kmod. 3arybata vnm yHULLOXXaBaHeTO Ha YaCTHWUS KoY uUnn cmapT

KapTaTta, BbpXYy KOATO € CbXpaHeH 4acCTHUA KNnY BOAM 0O HEBBb3MOXHOCT 3a MNO-HaTaTbLUHO
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Mn3nosnidaBaHe Ha eniekKTpoHHUA noanuc.

3.7 MNopnucBaHe

Mpn nognuceaHe, aBTOPBT Ha E€NEKTPOHHMS NoANNC nonssa vYacTHusa cu kntod 1 YKE, 3a ga
nognue enekTPoOHHOTO WU3SBNEHME, 3a CbAbPXKAHWMETO Ha KOETO TOM HOCWU NUYHA OTFOBOPHOCT.
ABTOPBT Ha EneKkTPOHHMSA noanuc TpsibBa [a npeanpueMe HeobxooumuTe Mepku, 3a [Ja
npenoTBpaTu Bb3MOXHOCTTA APYyrM nvua fa nonyyar Bb3MOXHOCT 3a AOCTbM A0 HOcuTens,

CbAbpXKalll YaCTHUSA KoY, Thil KaTo TOBA Liie JoBee A0 KOMMPOMETUPaHE Ha YaCTHUS KoY.

3.8 KpunTtupaHe n gekpuntupaHe

Mpn kpunTnpaHe ce wu3nonsea nybnuuHMA KN4 Ha aboHaTa, a npu OekpunTUpaHe
CbOTBETCTBALLUOAT Ha Hero 4acteH. [lpu ocbllecTBABaHe Ha onepauuata Mo AeKpunTupaHe Ha
KPUNTUpPaH enekTpoHeH AOKYMeHT, aboHaTbT Non3Ba 3a LenTa YacTHUS Cu KNtoY. ABOHaTBLT M BCUYKK
3anHTepecoBaHu nuua, Tpsbea ga ca HasiCHO, Ye NMpu 3aryba Unv yHuLLIOXaBaHe Ha YaCTHUS KIToY, C

KOWTO ce AeKpunTupat, 06paboTeHnTe Mo TO3MN HAYWH ENEKTPOHHM JOKYMEHTU CTaBaT HeJOCTbIHU.

3.9 KpwunTtorpadcku anropurmu

MonsBaHeTo Ha kpunTorpad)CkM anropuTtMu, KOUTO He MPEefOCTaBAT AOCTATbYHO HUBO Ha
CUTYPHOCT 3a HyXauTe Ha aboHaTuTe € HapyLUeHWe Ha M3NCKBaHMATa 3a cUrypHocT. KbM HacTosiLwms
MOMEHT B CBETOBHaTa MpakTuka Ce cYMTaT 3a CUIYpHW U ce npenopbyBaTt 3a m3nons3saHe RSA
anropuTbM 3a nognuceaHe, SHAL (160bit) 3a xewwupaHe n 3DES anropytbM 3a KpunTupaHe Ha
OaHHu. ABoHatuTe TpabBa ga m3nonssaTr CamMO anropuTMM C BUCOKA CTEMEH Ha CUIYpHOCT M B

CbOTBETCTBME C HOpMaTMBHATa ypeaba, pernameHTupalla TaxHaTa ynoTpeba.

3.10 MpwunoxeH codTyep

Ms3non3BaHeTO Ha €nekTpoOHeH MOAMMC Ce U3BbpLUBA MOCPEACTBOM  copTyepHu
npunoxeHusi. AboHaTbT M [OBepsBalUTe ce CTpaHu TpaAbBa [a mM3nonssaT camo IuLUeH3upaH
copTyep € AokasaH npousxod, KOMTO OTroBaps Ha obwonpuetute B NpakTukaTa crtaHgapty 3a
WHOPMaLMOHHA curypHocT. [lon3BaHeTO Ha HenuueHsuMpaH codTyep € HapyleHue Ha

N3NCKBAHNATA 3a CUTYPHOCT.

4. Ctatyc Ha YKEI

Tosun pasgen npeactaBa npaBunarta 3a akTyanusvMpaHe U npoBepka Ha ctatyca Ha YKEIT,
nspageHun ot StamplT.
4.1 NspaBsaHe n BanuaHocT Ha YKEI

StamplT u3gasa YKEIT cnen ynoesnetsBopsiBaHe Ha 3asiBkata 3a YKEI. YKEI ca BanuaHu
npv nsgasaHeTo um ot StamplT n npuemaHeTo UM OT CTpaHa Ha aboHaTuTe.
4.2 NMpuemaHe Ha YKEI ot A6oHaTa

Mpuema ce, 4ye YKEIN e npuetr ot aboHata npu HanmuMuMeTO Ha HSAKOS OT crnegHute

npeanocTaBKu:
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e 00o6peHNeTO Ha aboHaTa e nokasaHo Ha StamplT oHNanH unu 4Ypes3 eneKkTPOHHO
cboObLeHMe, n3npaTteHo ot aboHaTa;

* YKEI ce uanonasa ot aboHaTta 3a MbpBU NbT;

e crnen M3TMYaHe Ha 3 OHW OT gaTtaTta Ha udgaBaHe Ha YKEI, ako B TO3u cpok aboHaThT He

€ Hanpasun peknamauus OTHOCHO cbabpxaHneTo Ha YKETI.

4.3 TybnukyBaHe Ha uspaneHu YKET

StamplIT ny6nukyBa konuve oT msgagenute YKEI B xpaHunuweTto cu. StamplT moxe ga
nyébnukysa YKEI B gpyrn xpaHunuiia, KOUTO cMmsATa 3a NOAXOASALM, HO HE HOCWU OTTOBOPHOCT 3a
BanugHOCTTa, TOYHOCTTA U HAaNMYHOCTTa Ha AUPEKTOPUM, NOAABbPXKAHM OT TPeTn cTpaHu. AboHaTuTe
OT CBOSI CTpaHa MoraT cbuwo pfa nybnukysat csoute YKEI, usgageHn ot StamplT B apyrm

XpaHunnuiia.

4.4 [oBepsiBaHe Ha eNEeKTPOHHU NoANUCHU
KpaiiHoTo pelueHune, ganu ga ce JOBepM Ha €NeKTPOHHWSA nognuc uausano Tpsbsa aa 6bvae
B3€TO OT NpOBeEPSBALLUSA NPW HANMYMETO Ha CriegHNTE NPeanocTaBKu:
e eMEeKTPOHHUAT NoAnuUC e cb3faneH B nepuon, korato YKEIN e 6un BanuaeH, Koeto Moxe
0a 6bae npoBepeHo kaTo ce Hanpasu cnpaeka 3a BanvaHocTTa Ha YKEIT;
* NpoBepsABaLLMAT NpuemMa pefa n ycroBusita, Npyu KOUTO € n3aaaeHo yaocTOBEPEHMETO Ha
noanuceallLms;
e JOBEPSIBAHETO € pa3yMHO 3a JageHuTe obcroaTencraa.
4.5 BpemeHHO cnupaHe u npekpaTtsaBaHe Ha YKEI
BpemeHHoTO cnvpaHe Ha YKEI uenn ga 6baoe BpeMEHHO crnpsHa HeroBaTa ynoTtpeoa.
MpekpatsBaHeTo Ha YKEI cnupa 3a noctosiHHO gencteueTto Ha YKEI. StamplT BpemeHHO cnuvpa
Unu npekpaTaBa AencTBueTo Ha enekTpoHHuTe YKEI, npu:
e HanNnuMe Ha OCHoBaTernHu cBefeHus n obcToATencTea OT KOUTO € BUAHO, 4e uma 3aryba,
kpaxba, nNpoMsiHa, HEOTOPU3MPAHO pasKpMBaHe UNU ApPYro KOM- NPOMETUPAHE Ha YacTHUS
Koy,
e tutynapbT Ha YKEI (HesaBucumo, ganu ToBa € StamplT wnm aboHaTbT) Hapywwmn
3agbimkeHudaTa cu no CPS;
* N3MBbIIHEHNETO Ha HAKoe 3aabinkeHue no CPS e 6uno 3abaBeHo unu He e 6U- No U3NbIHEHO
nopagn npupogHo 6GeacTtBue, noBpeda B KOMMWOTPUTE UMM KO- MyHUKaUuuTe wnu gpyra
NpUYnHA, KOSITO € M3BBbH YOBELLIKUSA KOHTPOI M KaTo pe3ynTtaT nHdopmalmaTa Ha Apyro nuue e
3annalleHa unv kKomnpomeTupa- Ha;
* UMa npomsiHa B UHpopmaumsaTa, koAaTo ce cbabpxa B YKEI Ha aboHaTa;

® 10 CKaHe Ha NOCOYeHU B HOpMAaTUBEH aKT opraHu.

451 3asiBKa 3a BpeMeHHO cnupaHe unu npekparsisaHe
ABOHaTBLT UNK opraH, NOCOYEH B HOPMATMBEH akT MOXe [a NMovcka BPEMEHHO CvpaHe Unm

npekpaTtaBaHe Ha gencteueTto Ha YKEI. VgeHTnyHOCTTa Ha 3adABuTEns M npeactaBuTenHara my
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BracT we 6bae NoTBbpaeHa, B 3aBUCUMOCT OT eCTECTBOTO Ha M3NCKaAHOTO AeicTBue.

452 EcekT oT BpeMeHHOTO cnupaHe Unu npekpaTtsiBaHe

3a nepuoga Ha BPEMEHHOTO crnivpaHe unu npw npekpatasaHeto Ha YKEN BanugHoctTa My
He3abaBHO ce cuuTa 3a npekpareHa. [Jencrtemeto Ha YKEI ce Bb306HOBSIBaA C M3TUYaHe Ha Cpoka Ha
crnvpaHe, npu oTnagaHe Ha OCHOBAHMETO 3a CrMpaHe Unn No nckaHe Ha aboHaTa B CbOTBETCTBUE C

HopmaTuBHaTa ypeaba. MakcumarnHusaT Cpok 3a cmpaHe Ha e4HO yoocToBepeHue e 48 vaca.

453 YBepomsiBaHe npu cnupaHe u npekpartsBaHe Ha YKEI
StamplT yBegomsiBa aboHaTta 3a npekpartsiBaHe unu cnupaHe Ha YKEI ypes cpeacrtsa 3a

KOMYHUKaLnA, KOUTO CMATa 3a noaxoadaLlin.

454 MpekpaTtaBaHe Ha YKEN

MpekpatsaBaHe Ha gencteueTo Ha YKEI ce usBbpwBa ot StamplT cneg noga- BaHe Ha
3asBKa 3a npekpaTsdBaHe OT cTpaHa Ha Peructpupawms opraH. 3a ga Han- paBu Ta3u 3asiBka
onepatopbT Ha Peructpupawusa opraH € AnbXeH Ja Cce yBepu B CaMONIMYHOCTTA M

npencrtaBuTeNHaTa BNacT Ha 3adaBUTENA.

45.4.1 OcHoBaHuMA 3a NpeKpaTABaHe
OcHoBaHuATa 3a npekpaTtaBaHe Ha pAeuncteumeTo Ha YKEI morat ga 6baar, HO He ca
OrpaHu4eHn, Ao cnegHuTe:
1. Hanvue ca ocHoBaTenHu cBefeHuss n obCcTosiTencrsa OT KOUTO € BWAHO, Ye uma
3aryba, kpaxba, MpomsiHa, HEOTOPU3NPaHO pasKpyBaHe MM APYro KOMMpoMeTMpaHe
Ha YaCTHUS KIoY;
2. TllpekpaTteHa e npeacTaBuTenHaTta BNacT Ha (U3NMYECKOTO nuue Cnpsamo
OPUANYECKOTO NULE, BNNCaHO B cbabpXaHueTo Ha YKET;
3. lpekpaTeHo e AenHOCTTa Ha PUANYECKOTO nuLe Ha aboHaTa;
4. Tlpn cMBbPT UNKU NOCTaBsHe Noj 3anpeLleHne Ha aboHaT - PUNYECKOTO nuue.
5. MNpu yctaHoBsiBaHe, Ye YKEI e M3gageH Bb3 OCHOBa Ha HEBEPHMW AaHHW.
6. Npn NpomsaHa B MHoOpMaLmAaTa, KOATO € nojajeHa MbpBOHaYyarHO M ce CbAabpXka B
YKETI Ha aboHarTa;
7. MNpun HemsNbNHEHWe Ha 3aabIPKeHUATa Ha aboHaTa No goroBopa 3a
yAOCTOBEpUTENHA YCNyra;
8. Mo unckaHe Ha aboHaTa, cnep npoBepka Ha CaMONMYHOCTTa U NpeAcTaBuTenHarta
BNacT Ha 3aaBuUTens.
Hencteneto Ha Bcmukn YKEN, usgageHn ot StamplT, ce npekpartsiBa 6e3ycrioBHO npu

npekpataBaHe Ha AenHocTTa Ha StamplT.

455 CnupaHe Ha penctBueTo Ha StamplT YKEI

Oencteneto Ha YKEI, uspgageHu ot StamplT, moxe ga 6bae cnpsHO Npu Hanuyve Ha
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CbOTBETHWUTE OCHOBaHUs, 3a Heobxoammusa criopes obcToATencTBaTa CpoK, HO 3a He rnoseye oT 48

Yyaca. 3a nepuoaa Ha BpemeHHo cnmpaHe Ha YKETT, cbwmaT ce cunta 3a HeBanuaeH.

455.1 OcHoBaHuA 3a cnupaHe

Oewncteueto Ha YKEI, nspapexu ot StamplT moxe aa 6bae cnpsiHo:

1. Tllo nckaHe Ha TuTynapa, PecnekTMBHO aBTopa. VickaHeTo Moxe Aa Obae nogageHo
KakTo B Peructpupaw opraH Ha [ocTaBuMka, Taka W 4pe3 Jpyrn cpeactea 3a
KOMYHMKaLWS, BKIIOYMTENHO TenedoH, dakc, enekTpoHHa noLya.

2. Tlo uckaHe Ha nuue, 3a KOeTO cnopefd obcTosTerncreaTa € BUOHO, Ye MOXe [a 3Hae 3a
HapylleHMs1 Ha CUrypHOCTTa Ha 4acTHWUS KIHOY, KaTo MpeAcTaBuTerl, CbOPYXHMK,
CNYXXUTEN, YNeH Ha CEMENCTBOTO M Ap.

3. [Tlo pasnopexpgaHe oT cTpaHa Ha KomwucusaTa 3a perynmpaHe Ha cbobuweHusTta (KPC) —
npy HEMoOCpeACTBEHa OMAaCHOCT 3a MHTEpecuTe Ha TPeTu nuua WM Npu Hamuyve Ha

0OCTaTb4HO AaHHU 3a HapyLleHune Ha 3aKoHa.

4.5.6 Bb3obHoBsABaHe Ha gencteueTto Ha YKE

Hencteneto Ha YKEI ce Bb306HOBSABA C M3TUYAHE Ha CpOKa Ha crivpaHe, nNpu oTrnagaHe Ha
OCHOBaHMETO 3a CMpaHe Unu no nckaHe Ha aboHara, crieq kato StamplT, cbotBeTHO KPC ce yBepy,
ye TOM e y3Han npuyuHaTa 3a CnupaHeTo M UCKaHEeTO 3a Bb30OHOBsIBAHE € HanpaBeHO BCreacTBME
Ha y3HaBaHeTO. YA0oCToBepsaBaLLMAT opraH Bb30bHOBsABa Aenctaneto Ha YKET, kaTto ro nssaxaga ot
cnncbka ¢ npekpateHnte YKEI. OT momeHTa Ha Bb306OHOBsIBaHe Ha genctBmneto Ha YKEI, cbwmaT

Ce C4UTa 3a BannaeH.

45.6.1 OcHoBaHus 3a Bb306HOBsIBaHe Ha aencteueTo Ha YKEI
1. To pasnopexgaHe Ha KPC — koraTo npuyvMHaTa 3a CnMpaHeTo Ha OEWCTBUETO €
pasnopexpgaHe Ha KPC.
2. Cnep n3tuMyaHe Ha cpoka Ha crvpaHe Ha genctBueTo Ha YKETT.
3. lNo nckaHe OT cTpaHa Ha aboHaTa — B criyyan, Ye e y3Han npuynHaTta 3a crnmpaHeTo U
UCkaHeTO 3a Bb30OHOBsIBaHe € HanpaBeHO BCneACTBME Ha y3HaBaHETO.
OT MOMeHTa, B KOWTO YAocCToBepsBalLMAT opraH e Bb30oOHoBWUN aencteueto Ha YKEI,
CbLUUAT ce cuuTa 3a BanuaeH. Ako B nepuoaa Ha cnupaHe Ha YKEI B YgocToBepsiBalLmst opraH ce
nonyyn BanugHa 3asiBKa 3a npekpaTtdBaHe Ha gencteneto My, StamplT npekpatasa YKEI B

CbOTBETCTBUE C YTBBPAEHUTE NpoLEeaypu.

5. MNpaBHM ycnoBuA 1 pea 3a U3non3BaHe Ha eNeKTPOHEH noanuc
Tasn 4YacT Ha [OKyMeHTa OnucBa MpaBHUTE rapaHuuM, OCHOBAHWS W OrpaHuYeHwus,
cBbp3aHu cbe YKET, usgasanu ot StamplT 1 enekTpoHHUTE noanucuK Ha aboHatuTe Ha StamplT.
5.1 AAMMHUCTPaATMBEH pea U YCroBMUA 3a M3NON3BaHe Ha efleKTPOHEeH noanuc
StampIT u3gaBa nepcoHanHu YKEI Ha dumauuveckn u topugudeckn nuua. dusmyeckute

nunua, kouto 3asssaeart v nonadeat YKEI ot Tuna StamplT Doc Certificate ce pbkoBOASAT OT ycrnoBusTa
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W pena 3a M3nona3eaHe, MOCOYEHN B TO3M JOKyMEHT u B CPS Ha StamplT. 3a enekTpoHHWUTE noanucu
n YKEI, B cbabpXaHNETO Ha KOMUTO € BK/OYEHO HAaMMEHOBAHMETO Ha HOPUANYECKOTO Nvue, e
LenecbobpasHo pUaNYECKOTO Nuue — TUTYNAp Aa pa3paboTu BbTpeLleH HopMaTUBEH JOKYMEHT. B
pamMkute Ha BbTPELUHUTE MpaBuna Ha PUONYEcKOTO nuue, TO3W [OKYMEHT cneasa jJda
pernameHTMpa NpuUnoXHOTO None, npaeaTta, 3a4blMKEeHNsATa U OTTOBOPHOCTUTE Ha CRyXUTenute Ha
OPUONYECKOTO JMLE MO OTHOLUEHME HA TEXHUTE E€NEKTPOHHU U3SBMIEHUSI U M3MOM3BAHETO OT TAX Ha

€J1IEKTPOHHUA nognuc.

5.2 WpeHTn4HoOCT

Jlnuata, Kouto mM3non3BaT €NeKTpPOHEeH Mnoanuc u gosepsiBaluTe ce cTpaHu TpsibBa aa
nosHaBaT npasBunarta u npoleaypute no onpefensHe Ha MAEHTUYHOCTTa Ha aboHatuTe Ha YKEIT,
usgageHun ot StamplT, koeTo Lie MM MO3BONW Aa B3eMaT CbOTBETHUTE peLLeHMs 3a U3NOon3BaHe,

npoBepkKa 1 JoBepsiBaHe Ha enekTpoHHUTe noanucu n YKET.

5.3 WU3uckBaHusa kbm 3aasutenute Ha YKEI
Mpeon wnn no Bpeme Ha npoueca no 3asBaBaHe Ha YKEI, saasutenute Ha YKEI
U3BbPLUBAT CNEAHOTO:!
e nopaeaT uckaHe 3a usgasaHe Ha YKEI u npuemat ycnosusita Ha Jorosopa
3ypoctoBepputenHa ycnyra n CPS;
e NpefocTaBAT [oKasaTencrBa 3a TaAXHaTa WAEHTUYHOCT crnopea CTaHOapTHO

onpeaeneHuTe npoueaypu Ha StamplT.

5.3.1 YnbnHomMowaBaHe

3asBka 3a VYKEI Ha StamplT moxe pa 06baoe HanpaBeHa §MYHO UM Ypes
NMbIHOMOLLHUK/NPeACTaBUTEN, B 3aBUCUMOCT OT Tuna Ha YKEI u ycnoeusitTa 3a HEroBoTo usgaeaHe.
YnbrHOMOLL@BaHETO Ce [JoKasBa C HOTapuanHo 3aBepeHO MbIIHOMOLLHO, [OOKYMEHT 3a akTyarHo
CbCTOSIHME W OPYrM  OOKYMEHTW, ONpefdensiuy Bpb3kata Mexay YNbAHOMOWMTEN W

I'I'bJ'IHOMOLLI,HI/IK/I'Ipe,EI,CTaBI/ITeJ'I N HeroeuTte npasa.

5.3.2 NeHepupaHe Ha Kn4YoBaTa ABOMNKA

Peructpupawmte opraHn Ha StamplT HoOcAT uanata OTFOBOPHOCT 3a 6Ge3onacHoTo
reHepvpaHe Ha knio4voBaTta [ABoWKa Ha aboHaTa, KoraTo 3a Lienta ce U3nonssa 3allMTeH MexaHu3bMm
3a cb3gaBaHe Ha eneKkTpoHeH noanuc (cmapT kapTa). B 3aBucumoct ot Tuna Ha YKEN n ycnosusTa
3a HeroBoTo u3gaBaHe aboHaTbT MOXe [da npucbCTBa Ha npoueca nNo reHepupaxe.
5.3.3 3awmTa Ha KnoYoBaTa ABOMKA

ABoHaTWTe HOCAT MbfHa OTFOBOPHOCT 3a NpefdoTBpaTsdBaHe Ha KoMmnpoMeTupaHe, 3aryba,
paskpuBaHe, MoauduLMpaHe WUnNn ApYyro HeoTOPU3MPaHO WU3MON3BaHe Ha TEXHWS YacTeH KIou.
5.3.4 [enervpaHe Ha OTTOBOPHOCTM 3a YaCTHUA KIO4

ABoHaTWUTE HOCAT MbfHA OTrOBOPHOCT 3a OENCTBMS MMM MPOMYCKMA Ha YMbITHOMOLLEHU OT

TAX nda nnm TexHn napTHbopu, KOUTO T€ U3NO0N3BaAT 3a Nas3eHe, CbXpaHeHne Unn yHuuloXxaBaHe Ha
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TEXHUTE YaCTHWU KIT0YOBE.
5.4 My6bnukyBaHe Ha aaHHuTe oT YKEN

StamplIT cu 3ana3Ba npaBoTo, a aboHaTbT npuema, ga nybnukysa YKEI unu gaHHu ot
YKEI BbB BCAKO AOCTLMNHO XxpaHunuuwie, kato LDAP (Lightweight Directory Application Protocol)
aupektopun u cnucebum ¢ npekpateHute u cnpenute YKEI -CRL (Certificate Revocation List).
StamplT ynpasnasa gupektopuun ot YKEI ¢ onpegeneHn xapakTepuctuku, ¢ Len ga ce NoBuLn
HMBOTO Ha JoBepwue B NpegnaraduTe ycnyru. lNotpebutenute n goBepsiBawmTe ce cTpaHu Tpsibsa ga
HanpaBAT clpaBKka B Te3n AUPEKTopun ¢ nsgageHu u npekpateHu u cnpenun YKEI Bceku nbT, npean
[a B3emar pellueHve aanu aa ce JoBepaT Ha nHdopmaumaTa, nocovyeHa B YKEI.

5.5 3aagbmkeHue OTHOCHO NpegocTaBeHaTa MHdopmauumsa

BbB BCuukM cnyvan u 3a Bcudku Tunose YKEI, usgageHu ot StamplT, aboHatsT (a He
StamplT) umMa NOCTOSHHOTO 3aAdbilKeHVMe Aa Ccreau 3a TOYHOCTTa, BEepHOCTTa M MbfHOTata Ha
WHpopmauumsTa, npegocTaBseHa nNpu nsgaeaHe Ha YKEI u npu HacTbnBaHe Ha NpoMeHn He3abaBHO
na ysegomsaBa StamplT 3a ToBa.

5.6 TlybnukysBaHe Ha MHdoOpMaLums

My6nuyHaTa uHpopmauums, cBbp3aHa ¢ genHocTTa Ha StamplT, moxe aa 6bae obHoBsBaHa
nepvoanyHo. TakmBa oBGHOBABaHMA LWe O6baaT oTbensisBaHW 4Ype3 NoAXOAsLO HOMepupaHe Ha
BepcunTe 1 aaTta Ha nybrnvkyBaHe 3a BCsika HOBa Bepcus.

5.7 CraHpaptm

CodTyepbT Ha aboHaTuTe 3aabIMKUTENHO TpsibBa Aa € CbBMEeCTUM CbC cTaHaapTa X.509v3
W gpyrute npunoXumun ctaHgapTy v ga uanbrHaBa M3NcKBaHUATa, noctaBeHn ot CPS. StamplT He
MOXe [da rapaHtupa, 4e codTyepbT Ha aboHaTuTe LWe noadbpXa M M3NbIHSABA KOHTPONUTE,
nsncksaHm ot StamplT. MNpu HeobxogumocT aboHaTbT TpsAbBa Aa NOTbPCK NOAXOAALLA KOHCYNTauus.
5.8 WU36o0p Ha kpunTorpadcku metoau

CTtpaHuTe npuemart, Ye Te eANHCTBEHM Ca OTFTOBOPHU U Ca B3ENM HE3aBUCUMO peLle- HUE B
nsbopa Ha codpTyep, xapayep W anropuTMu 3a KpunTupaHe/enekTpoHeH NoAmnuc, BKIKOYUTENHO
CbOTBETHUTE UM napameTpu, npoueaypy W TEXHWKM, B CbOTBETCTBME C M3UCKBAHMATA Ha
HopmaTuBHaTa ypenba.

5.9 StamplT aupekTopun, XpaHUnuile U CNUCHLK C NPeKpaTeHU U CrpPeHn yaocToBepeHuns

OvpekTHO unn ypes ycnyrute Ha TpeTu cTpann, StamplT npegocTtassa nybnvyeH 4OCTHLN U
ynpaBrnsBa [OUPEKTOpUM C W3dafdeHW, BPeMeHHO cnpeHu u npekpateHn YKEMN. CnucbkbT C
npekpaTeHn u cnpenn YKEI (CRL) e TakaBa gupektopus. CRL ce akTyanuaupa npv HacTbneaHe Ha
CbbuTMe nnm aBTOMaTUYHO Ha BCEKU Tpu yaca. [NoTpebutenute 1 aoBepsBaLLMTe Ce CTPaHU BUHArm
TpsibBa Aa npoBepsiBaT AUpeKTopunTe ¢ u3gageHuTe, cnpeHute u npekpateHute YKEI npegu pa
peluaT, janv Aa ce AoBepsAT Ha MHdopmaumaTa, BnucaHa B aaaeH YKETT.

StamplT nybnukyBa M ocurypsBa [OCTbN A0 XpaHwnuvuia, CbAbpXawy OaHHW U Jo-
KyMeHTH, kacaewmn PKI ycnyrute, BkntountenHo CPS, a Cblo M BCsAKa gpyra UHdopmMauns, KosaTo
CyuMTa 3a BaXxHa BbB Bpb3Ka C NPeoCTaBAHUTE OT HEro yCnyru.

5.10 JoBepsiBaHe Ha HEMPOBEPEHU €NEKTPOHHU NOANUCH

ﬂOBepﬂBaLLIMTe Cce CTpaHu TpHGBa Aa nposepABaTt enekTpoHHUA noannc, Kato BCEKU MbT
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nposepsaBat BanugHoctTa Ha YKEI B gupektopusaTta Ha CRL unu BcAka gpyra HanvyHa aupektopus,
KoATO € nybnukyBaHa oT StamplT. HenpoBepeH enekTpoHeH nNognuc He Moxe ga 6bae onpeneneH
KaTo eneKkTpoHeH nognuc Ha aboHaTa. StamplT nHdopmMmpa No NoaxoasLy, Ha4YMH AOBepsBALLUTE ce
CTpaHu 3a ynotpebata v npoBepkaTa Ha eneKkTpoHHUTe nognucu vpe3 CPS u gpyrn OOKYMEHTH,
ny6nukyBaHu B HErOBOTO MYONMYHO XpaHWUuLLE.
5.11 Cnucsk c npekpaTteHu u cnpeHu YKEN (CRL)

StamplT nogaobpxa n akTyanusmpa npu HacTbnBaHe Ha CbOMTUE MM aBTOMaTUYHO Ha
BCEKM TpM Yaca cnucbka ¢ npekparteHmte u cnpenn YKEN (CRL), konTo e ny6nu4HO 4OCTbNEH Ha

agpec http://www.stampit.org/crl/

5.11.1 Mpodhmn Ha cnucbKa ¢ npekpaTteHu n cnpeHun YKET:

StamplT CRL
Version Version 2
CN
C
@)
Issuer Name ou
Effective date [Date of CRL issuance]
Next Update [Next update]
Signature algorithm Shal/RSA
CRL Number [CRL number]
Authority key identifier [Issuing Authority Key ID]
CRL Entries
Certificate Serial Number [Certificate Serial Number]
. ) Date and Time of Revocation | [Date and Time of Revocation]
Revocation List Reason code [Revocation reason code]

5.11.2 KopoBe 3a cnupaHe/npekpataBaHe Ha YKEIN:

1. Key Compromise — KOMMPOMETMpPaAH € 4acTHUS K4, CbOTBETCTBALY Ha
nyornvyHMa KMod, BKMOYEeH B cbabpxaHueto Ha YKEI, cneposatenHo HaAma
OCHOBaHu4 3a aosepsiBaHe Ha To3u YKETT.

2. CA Compromise — KOMNpOMETUpPaH € YaCTHUS KoY Ha YOOoCToBepsABalLUns OpraH,
KOWTO ce n3nonaea 3a nognuceaHe Ha YKEI Ha aboHaTuTe.

3. Affiliation Changed — npomeHu B OpyXeCTBOTO/COPYKEHNETO — CYOEKTHLT, BNUCAH
B YKEI1 Be4ve e C NpOMEHEH CTaTyT NO OTHOLIEHWE Ha OPUAN- YECKOTO nuue.

4. Superseded — YKEI e 3amecteH ot gpyr YKETI.

5. Cessation of Operation — npekpaTeHn ca AeVHOCTUTE, CBbP3aHN C MbpPBO-
HayanHOTO usgasaHe Ha YKET.

6. Certificate Hold — gerictBueTo Ha YKEI e cnpsaHo (YKEI e HeBanuaeH B MOMEHTA).

5.12 3agbmxkeHns Ha aboHaTa

OcBeH ako B HapbyHMK Ha noTpebuTens He e Moco4veHo apyro, aboHaTute Ha StamplT
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HOCAT MbJIHA OTFTOBOPHOCT 3a CreAHOTO:

e [a umaT no3HaHusa 3a nonssaHe Ha YKEI u Ha PKiI;

e [a npefocTaBsT BApPHA, TOYHA M NbhHa nHdopmalmsa Ha StamplT;

e [Ja ce 3ano3HaaT v npuvemar cpokoBeTe U ycnosuata Ha CPS Ha StamplT un
CBbP3aHUTE C HEro JOKYMEHTU, NybnukyBaHu B XpaHuUnuwieTo Ha StamplT;

e pa wusnonseat YKEI, wusgageHn o1 StamplT camo 3a 3akOHHM uLenn U B
cboTBeTcTBME ¢ CPS Ha StamplT;

e pa yesegomsaBaT StamplT wnu Pernctpupawms opradH Ha StamplT 3a npomeHu u
HeMmbMHOTU B NpefocTaBeHaTa nHdopmavms;

e pna npeycrtaHoBaABaT wm3non3BaHeto Ha YKE[, ako HakakBa 4YacTt oOT
WH(popMaLMsaTa ce oKaxe, Ye e ocTapsana, NPoOMeHeHa, HEeTOYHa UIn HeBSIP- Ha;

e [Oa npeycTtaHoBsiBaT usnonssaHeto Ha YKEI, ako CbLLMAT € C U3TeKbS1 CPOK U Aa
ro OewHcTanupaT OT MpPWUIOXKEHUATa WM YCTPOWCTBaTa, B KOMTO Tol e 6un
WHCTanupas;

e [a npegnpuemMaT MepkuM 3a ga npenoTrBpaTtaBaT KOMMNpomeTupaHe, 3aryba,
paskpuBaHe, MoaudmLumMpaHe nnm apyro HEOTOPM3MpPaHO U3MOM3BaHe Ha vac- THUSI
KNioY, KOUTO KopecnoHaupa Ha nyenuyHus koY, nyérnnkysaH B cep- Tudukara;

e [a 3aaBat npekpatasaHe Ha YKEI B cnyyan, ye nma CbMHEHUSI OTHOCTHO

uenoctTa Ha usgagenve YKEIT;

e [a 3aaBAT npekpataBaHe Ha YKEI B cnyyan, 4e HAkakBa 4acT oOT
nHdopmaumarta, skrtodeHa B YKEI ce okaxe octapsana, NnpOMeHeHa, HETOYHA Unn
HEBSIPHA;

e 32 OEeWCTBUSA U NPOMYCKN Ha MpepcTtaBuTeENu, KOUTO M3MNON3Bart, 3a Aa

KOHTponuparT, ynpaBnsiBaT U YHULLLOXKaBAT TEXHUS YACTEH KIHOY;

e [a ce Bb3gbpXaT OT npefoctaBsHe npen StamplT Ha matepuanu, € KneseT
HUYECKM, HeueH3ypeH, nopHorpadcku, obuaeH, gaHaTu4eH WM PacuUcCTKM

Xapakrep.

5.13 Toy4HOCT, BAPHOCT U NbJIHOTA Ha MHPOpMaLusaTa
ABOHaTBLT HOCKM MbfHA OTIOBOPHOCT 3a BEPHOCTTa, TOYHOCTTA W MbHOTATa Ha

WHOopMaLUnATa, KOATO NpedocTaBs 3a uanonssaHe npu ngasaHe Ha YKEI cnopen CPS.

5.14 OTroBOpPHOCT Ha aboHaTa npea AoBepsiBallaTa ce cTpaHa
ABoHaTUTE Ca OTFOBOPHM 3a BCSIKAKBU HEBEPHU WU3SIBNEHMS, HanpaBeHn oT Tax B YKEIM
npen TPeTU CTPaHW, KOUTO OCHOBATENHO Ce JOBepsiBaT Ha MHpopMauusiTa NocoYeHa Tam, crep kaTto

ca NpoBepunNu eavH UnNu noseyve enekTpoHHn nognucu cbe YKET.

5.15 [oBepsiBaHe Ha COOCTBEH pUCK
OTroBopHOCTTa 3a OLEHKaTa U JOBeEpsiBAHETO Ha MHoOpMauMaTa B XpaHUIMLWETO n yeb

caiita Ha StamplT e Ha cTpaHWTe, KOUTO M3non3BaT Tasu uHdopmauus. CTpaHuTe npuemar, Ye ca
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nonyynnu Heobxogumarta uHdoOpMauus, 3a [da peluaT ganv da ce OoBepAT Ha uHdopmauumaTa,

noco4eHa B YKET.

5.16 3apgbmkeHus Ha StamplT
[o HMBOTO onpedeneHo B CbOTBETHUA pasaen Ha CPS, StamplT ce 3agbmkaBa aa:

e cnasea CPS u ceBoute BbLTPELLUHU UNKN NYONMYHN MOMUTUKN U NPoLeaypu;

e cnaseBa 3akoHa 3a erleKTPOHHMS OOKYMEHT M €NeKTPOHHMSA Nognuc 1M noa3akoHOBa

HopmaTueHa ypenba, nsgageHa no HEroBOTO NpunaraHe;

e ocurypsiBa WUH(pacTpyktypa U  CepTUUKALMOHHU  YCryru,  BKITHOYUTENHO
n3rpaxgaHeTo U NyckaHeTo B AEeMCTBUE Ha XpaHunuwieto u yeb canta Ha StamplT
3a usBbpLuBaHe Ha PKI ycnyrute;

e ocurypsiBa HagexgHu MexaHu3Mmu, BKITIOYMTENHO MeXaHM3bM 3a reHepupaHe Ha
KnoyoBeTe, 3allMTEHUss MEXaHW3bM 3a Cb3daBaHe Ha EeNekTPoOHeH noanuc u
npoueaypuTe 3a pasnpegensdHe Ha CeKpeTHUTe 4YacTu No OTHOLLUEHWE Ha HeroBaTa
cobcTBEHA MHMPPACTPYKTYPA;

* YyBEOMSIBa CTPaHWTE B Cryyail Ha KOMMNPOMETUPAHe Ha YacTHUTE CU KIHOYOBE;

nybrnvyHO Aa npegocTaBs npolenypuTe 3a 3asiBaBaHe Ha pasnuuHuTe Tunose YKEIT;

e n3naea n nogHossiea YKEI B ckotBetcTBMe ¢ CPS n nanbnHsaBa 3aabnbeHunsaTa cu

NOCOYEHN B HETO

e Npu nonyyaBaHe Ha 3asiBKa oT Peructpupalums opraH, usgasa u nogHosssa YKEIT,
B cboTBeTCcTBUE C CPS;

e Npn nonyyaBaHe Ha 3asBKa 3a npekpatsaBaHe Ha YKEI ot Peructpupawms opraH

npekpatasa YKETI, B cbotBeTcTBUE C CPS;

« nyonukyea YKEIT, B cboTtBeTcTBME C CPS;

e ocurypsisa nogapbxka Ha aboHaTuTe WM OoBepsABaLUTE Ce CTpaHW, KakTo e
nocoyeHo B CPS;

e npekpaTtaBa, cnupa u Bb3obHoBsaBa YKEI B cboTBeTcTBUNE C CPS;

e ocurypsiea MHpopmaLus 3a U3TUYAHETO Ha CPoKa Ha BanuAHOCT M NOAHOBSABaHETH

Ha YKEI B cvoTBeTcTBME C CPS;

« yBegomsisa KPC n notpebutenunte cun Hai-kbCHO 4 Mecelia Npeau gararta Ha

npekpaTsiBaHe — B CIyyai, Ye Bb3HaMepsiBa Aa npekpatn AeNHOCTTa Cu;

* npegocTaes konus oT CPS 1 gencTealumMTe cU AOKYMEHTU 3a NyGnuyeH OOoCTbM;

5.17 AOpyru rapaHuumn
OcBeH ToBa, KOETO € NOCOYEHO B BBbNrapckoTo 3aKOHOAATENCTBO 3a €NEeKTPOHHWUS MOANUC,

StamplT He gaBa rapaHuuu 3a:

e TOYHOCTTA, aBTEHTUYHOCTTA, MNbMHOTATa WM CbOTBETCTBMETO Ha BCHKa
HenoTBbpAeHa UHGopMaLus, KoaTto ce cbabpka B YKEI unn pasnpocTtpaHssa oT

StamplT unu OT HEroBO MMe, KakToO € MOCOYEHO B CLOTBETHOTO OrnucaHue Ha
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npogykta B CPS Ha StamplT,;

e TOYHOCTTA, aBTEHTMYHOCTTA, MbMHOTATa UMW CbOTBETCTBMETO Ha BCskKa
WHpopMaumns, KOATO ce cbabpxa B 6e3nnatHu, TeCTOBU UNU AEMOHCTPaLMOHHU
YKETIT, nsgageHu ot StamplT,;

e npeactaBdAHe Ha wuHdopmauua B YKEI, ocBeH ako He e MocCOYeHO [pyros
CbOTBETHOTO ONMcaHue Ha NpoaykTuTbe B CPS;

e BbNpekn, Yye StamplT uma 3agbrrkeHns 3a npekpaTtasaHeto Ha YKEI, Ton He Hocu
OTFOBOPHOCT, aKO He MOXe Aa ro npekpatu nopagv MpUYuHW, KOUTO ca N3BBbH
HEeroBuMs1 KOHTPOM;

e BanNUAHOCTTa, TOYHOCTTA M HanMuYneTo Ha OUPEKTOPUN C U3LJafeHU cepTudu- Katm m

cnucbum ¢ npekpateHu u cnpenun YKEN, nogabpaHn OT TpeTu CTpaHW, OCBEH ako

TOBa He e NOCOoYeHO N3puYHO oT StamplT.

5.18 lpaBa BbpXy MHTENeKTyanHarta co6cTBeHOCT
StamplT wnu HeroBute KOHTPAreHTW MpuTexasBaT MpaBaTa BbPXy WHTENeKTyanHaTa
cobcTBEHOCT, Kacaewm 6asarta gaHHu, yeb cantoBeTe, enekTpoHHUTe YKEN Ha StamplT n Bcakakeu

Apyrv nyénukaumm, Kouto ca éunu nssbpieHn ot StamplT, BknountenHo n CPS.
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