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5.14 YBenomsiBaHe

6 StamplT Object YEN
6.1 CobabpxaHue
6.2 [podwunn Ha YEM:
6.3 [okyMeHTU 3a u3pgaBaHe Ha StamplIT Object YEN
6.4 W3pasaHe Ha YEI
6.5 WHdbopmaums, BnmucaHa B YEN
6.6 Cnucbk c npekpateHun YEIM (CRL)

ABTOpPCKOTO MpaBoO BbpxXy Hactoswmsa “HapbyHUK Ha noTpebutena” npuHagnexm Ha
“NHdopMaumoHHO obcnyxeaHe” ALl.

Bcsko M3non3BaHe Ha Uenus wuian Ha 4YacTt oT “HapbyHuK Ha noTtpebutens”, naebp-
weHo 6e3 cbrnacneto Ha “NHdopmaunmoHHo obcnyxsaHe” ALl, npeacTaBasiBa Hapy-
LWeHWe Ha 3aKoHa 3a aBTOPCKOTO MpaBoO M CPOAHUTE My MpaBsa.
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1 Oo6w npernep

To3n pasgen npasu obw npernea Ha Ny6ANYHUTE YAOCTOBEPUTENHM YCNYIrM Ha
StamplT.

1.1 [locTaBYMK Ha YAOCTOBEPUTEJIHU YCNYIHn

“NHdopMaumoHHO obcnyxBaHe” ALl e A0CTaBUMK Ha YAOCTOBEPUTESTHU YCIYrn 1 pa-
60T B CbOTBETCTBME CbC 3aKOHA 3@ eNIEKTPOHHUS AOKYMEHT U eNeKTPOHHUS NoAnuC
(3EAEM) 1 nog3akoHOBUTE HOPMATUBHM aKTOBE, M34a4EHM MO HEroBOTO MpwusaraHe.
“NHdopmMaunoHHo obcnyxBaHe” ALl npenocTtaBs yoOCTOBEPUTENHWU YCIYrn NOCPeAc-
TBOM YA0CTOBEpPSBALY, OpraH M mMpexa oT Perncrpupalum opraHun. YAoCcToBepsaBawmUaT
opraH M perncrpuvpalimte OpraHv M3BbPLIBAT AENHOCTMTE CM MO NpenocTaBsHe Ha
YAOCTOBEPUTENHUTE YCAYIrM OT UMETO M 3a cMeTKa Ha “MHdopmMaunoHHo obcnyxsa-
He” AQ.

1.1.1 yaocroBepsiBal opraH

StamplT e YaoctoBepsaBawmaT opraH Ha “MHdbopMaumoHHo obcnyxBaHe” ALl, KOWTO
m3naea YEMN oT BUCOK Knac Ha GU3MYECKM WAM lOpuaMYecku nuua. YAocTto-
BEpPSABALLUMAT OpraH W3BbpLBa AENHOCTU, CBbp3aHM C PyHKUMMTE Ha nybnmuHus
K04, KOUTO BKJ/IKOYBAT M34aBaHe, NOAHOBSBaHe, CNMpaHe U Bb30OHOBsIBaHe, Npek-
paTtsaBaHe Ha YEIl, BogeHe Ha perncrbp M ocurypsiBaHe Ha AOCTbN A0 Hero.

1.1.2 Perncrpupailum opraHm
YpooctoBepsBawmaTr opraH wusgasa YEIN cnea w3BbplwBaHe Ha rMpoBepka Ha
MOAEHTUYHOCTTA Ha aboHaTa. B Tasm Bpb3ka “MNHdopmaumoHHO obcnyxeaHe” AL
npeaocrtaBs ycnyrute cn Ha aboHaTuTe ype3 Mpexa OT Perncrpupalln opraHum, Kou-
TO nMaT cnegHmnTe dGyHKUNK:

* npuemaT, npoBepsiBaT, 0406psBaT UM OTXBLPJAAT MCKAHUATA 3a U3gaBaHe Ha

YE;
e perucTpupart nogafleHUTe WCKaHug 3a yAOCTOBEPUTENHN ycnyru
Ha StamplT;
* yyacTBaT BbB BCMYKW €Tanu npu naeHtndununpaHeto Ha aboHaTnTe, KakTo e
onpeaeneHo ot StamplT, B 3aBucumocT ot Tuna YEM, koliTo nsgasar;
* NO30BaBaT Ce Ha oduuManHU, HOTapuasHO 3aBEPEHM WU APYTN MOCOYEHMU
AOKYMEHTU, 3a Aa NpoBepsT UCKaHeTOo, NofajeHo OT 3asaBuUTens;
+ cneg ogobpeHne Ha nckaHeto, yesegomasaT StamplT ga nsgage YEM;
e perucrTpumpart rnofaneHuTe 3a8BKW 3a NOAHOBSABaHe, NpekpaTsaBaHe, BPpEMEHHO
cnuMpaHe n Bb30bHOBSAABaHE Ha AencTBMeTo Ha YEI.

PernctpupawuTte opraHn AencTBaT Ha MeCTHO HMBO C onobpeHne n crnej oTopusnpa-
He OT cTpaHa Ha “WHdopmMauuoHHo obcnyxsaHe” ALl, B CbOTBETCTBME C HErOBUTE
NMPakTUKM 1 rnpouenypu.

1.2 YpocroBepeHus 3a enekTpoHeH noanuc (YEM) YaoctoBepeHueTto 3a
eN1eKTPOHEH MOoAMWUC, Hapu4yaHO Mo-HaTaTbK 3a KpaTkocT YEIM, npeacrasnssa
¢dopmaTMpaHn gaHHK, KOUTO CBbP3BaT onpeaeneH aboHaT € Ny6AMYHUS MYy KITHOM.
YEIN paBa BBb3MOXHOCT Ha AaAeHO fuue, KOeTo
y4yacTBa B €/eKTPOHHA TpaH3aKuMsa Aa AOKaxe CaMOSIMYHOCTTa CU npen apyrute
y4yacTHUUN B Tasu TpaH3akums.

YEM moraT ga ce nonseaT 3a AEMHOCTU, KOUTO BKJOUYBAT UAEHTUdUKa-
umsa, nognuceaHe, asTeHTUdMKaUMA U KpUNTUPaHe.
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1.3 A60HaTH

AbBoHaTnTe ca PU3NYECKM WUIN PpUAMYECKM Nnua, KOMTO Ca nogasiv UcKaHe mn cneg
yCrnewHo 3aBbpluBaHe Ha npoueaypata, uM e 6un usgageH YEN. Mpean pga 6bae
M3BbplleHa npoBepka M ga My 6bae m3pageH YEM, aboHaTbT € camo 3aaBuTen 3a
ycnyrmte Ha StamplT.

ABOHATBLT € TUTYNAP M aBTOP Ha eNeKTPOHHMSA NOANUC, B CllydYauTe Mpu KOUTO cep-
TUIUKaTBLT e n3gageH Ha husnyecko numue.

ABOHaTBLT € TUTYNSAp Ha eNeKTPOHHMSA noanuc, korato YEMN e usgageH no MckaHe Ha
IOPUANYECKO NnLEe, @ aBTOPBT Ha eeKTPOHHUSA NOAMUC CbXPaHSABaA YacCT- HUSA KU U
€ ynbJIHOMOLWEH Aa MnpeacTtaBnsiBa TUTYNspa M Aa M3BbplIBa AEWCTBMSA OT HEroBo
MMe 1 3a Herosa CMeTKa.

OTHoweHunaTa mexay “NHdpopmaunoHHo obcnyxsaHe” ALl, KaTo AOCTaBYMK Ha yaocC-
TOBEpUTENHWN yCnyrn n aboHaTa, ce ypexaaTt C NMCMeH A0roBop.

1.4 [OoBepsiBaliu ce CTpaHM

[JoBepsaBawmTe ce CTpaHM ca (PU3MYECKN UIn IpUANYECKN Nuua, KoUMTO M3nonsesat
yAocToBeputenHuTe ycnyrm cbe YEN, nsgagedn ot StamplT mn ce nose- psgBaT Ha Te3n
YEM n/vnn enekTpoHHM NoannCK, KOUTO MoraT Aa 6baaTt npoBepeHn ypes nybanyHus
Ktod, 3anmcaH B YEIN Ha aboHaTa.

3a na 6bae noTBbpAeHa BanuaHocTTa Ha YEM, konTo nonyyaBaTt, 4OBeps- BawumTe ce
cTpaHn Tpsabea pa ce obpbwar kbM StamplT agupekTopusita, KOATO BK/KOYBA
Cnucbk ¢ MpekpateHute YEM (CRL), BCcekn nbT npeau Aa B3eMaT pelleHue ganu aa
ce AoBepsT Ha MHOopMaumsaTa nocoyeHa B YEI.

1.5 TMpakTuka Ha gocTaBuYMKa Npu NpeaocrTaBsiHe Ha YAOCTOBEPUTEJTHM
yCnyru no usgaBaHe, ynpaBjieHMe UM noagabpixKaHe Ha
YyAOCTOBEpPEHUA 3a YCbBBbPLUEHCTBAH eneKkTpoHeH noanuc -NMAanyy
(Certification Practice Statement - CPS)
JokyMeHTHT “lpakTuka Ha AOCTaBuYMKa Mpu NpefocTaBsHE Ha yAOCTOBEPUTENTHU yC-
Nyru no wu3jaBaHe, YyrnpaefeHue W nogabpXaHe Ha YyAOCTOBEpeHus 3a
yCbBbpLIEHCTBaAH enekTtpoHeH noanuc” -MAMYY (Certification Practice Statement -
CPS), HapuuyaH 3a no-kpatko CPS, e nybinnyHO wu3sgBneHMe 3a MpakKTUKUTE Ha
StamplT n ycnoBusiTa Ha usgaBaHe, BPpEMEHHO CnupaHe, npekpaTtsasaHe U T.H. Ha YEI
n3pgageH B nepapxusarta ot YEM Ha StamplT.
To3u AOKYMEHT e nybanyHO A0CTbMNeH N Moxe aAa 6bae HaMepeH Ha
http://www.StampIT.org/repository/

1.6 Monutuka 3a npeaocraBsiHe Ha yaoctoBeputenHu ycnyru (Certificate
policy)
HactoswmaTt gokymeHT “lMonuMTmka 3a npenocTaBsiHE Ha yaoCToBepuTenHwu ycnyrun”,
HapuyaH 3a no-kpaTtko Certificate policy e nybnnyHo mssaeBneHne 3a nonuTukaTta Ha
StamplT npu usgasaHe Ha YEI n BnpgoseTe ycnyrn npefoctaBsHU OT Hero.
To3n AoKyMeHT e pa3paboTeH B CbOTBETCTBME C M3MUCKBaHWsATa Ha obuonpuetute
MeXxayHapoaHu crneumdumkaumm n 6bArapckoTo 3aKoHOAATENCTBO.
To3n p[OKyMeHT e nybnanyHo A[ocTbneH M Moxe Ja b6bae HaMepeH Ha
http://www.StampIT.org/repository/.

2 TexHonorus

To3u pasgen onucea onpeneneHn TEXHONOMMYHM acnNeKkTU Ha YCayrute npeaocrass-
HW oT StamplT.
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2.1

2.2

2.3

Tunose StamplIT YEN

StampIT npegnara Habop ot YEM u cBbp3aHuM C TaX ycnyru, Komto moraT ga 6vaart
M3MN0M3BaHM MO TaKbB HayuH, 4ve pAa 6baaT yAOBAETBOPEHU W3UCKBaHMATa Ha
notpebutenute 3a 3aWMTEHN TNYHN U BU3HEC KOMYHUKALUN.

StampIT Moxe pga obHoBsfiIBA MAM paswumpsiBa CNMCbKa CUM C NPOAYKTU W YCAyrwn,
BKIOUMTENHO Tuna Ha YElN, kouTto wn3pgaBa B CbOTBETCTBME C HOPMATUB- HUTE
NU3UCKBaHMA.

N3papneHnTe, BpEMEHHO CnpeHn nnum npekpaTtenn YEIM ce nybnukysaTt B Cb-
OTBETHUTE AMPEKTOPUM Ha YAOCTOBEpSBaLLUA OpraH.

PaswupeHun

2.2.1 Paswunpenuns B YEN (Certificate Extensions)

StamplT nanonsea X.509, Bepcus 3 6asupaHu dopmaTtu, 3a nagaBaHmTe ot Hero YEI.
B cwotBeTctBMEe C X.509v3 YpoctoBepsiBalWMAT opraH Moxe pna anedu- Hupa
paswnpeHns KbM OCHOBHaTa CTpyKTypa Ha YEI.

2.2.2 BknouBaHe Ha uHdoOpMauua B paswmpeHusaTa Ha YEN
PaswunpeHunsaTa obukHoBeHO ce oTpa3sBaTt B YEIMN Ha aboHaTa. Te MoraT Cb- WO Taka
Aa 6baat YactmyHo aeduHupanm B YEIN, a ocTaHanarta 4yact Moxe

[a npeacraefisBa A4OKYMEHT, KbM KOMWTO e HampaBeHa npenpaTtka oT YEI Ha
aboHaTa. MIHpopMauusTa, KOSTO Ce BKIKYBA MO TO3M HauMH € Ny6/IMYHO AOCTbMHA.

Mpodwnnn Ha YEN Ha StamplT
MpodumnbT Ha YEM Moxe Aa cbabpxKa nosietata, NOCOYEHM NO-A0NY:

2.3.1 Mone - Key Usage

Moneto Key Usage - onpeaens npeaHa3sHa4yeHMETO Ha K/koya, KOUTO Ce CbAbpXa B
YEN. ToBa nmone ce 1M3nos3yBa, KOraTto AafeH K4y MoXe ga 6bae m3nons- BaH 3a
noeeye OT egHa onepauusa u ynotpebaTta My TpsibBa ga 6bae orpaHuyeHa.
EBeHTyanHOTO NpeaHa3HayeHMe Ha KKYOBETe, onpeaeneHn oT ctaHaapta X.509v3,
Ca KakTo cneaea:

a) Digital Signature (enektpoHeH noanuc) - 3a MpoBepkKa Ha esIeKTPOHHU
NnoANMCK, KOUTO Ca 3a aBTeHTUdUKaUMSa Ha cybekTM n nNpoBepka Ha LenocTTa
Ha AaHHWUTE M MMAT NpeAHa3HayeHue pas3IMYyHO OT TOoBa ornpeaeneHo B T. b),
e) unu f).

b) Non-repudiation (HeoTMeHsieMOCT) - 3a NpoBepKa Ha E€NeKTPOHHM noanu-
CW, W3NONA3BaHW MNpWU OCUrypsiBaHe Ha YCayrmte no HEOTMEHSeMOCT, KOWUTO
ocurypsiBaT 3awuTa B Ciy4yan, ye NoAnMCBalLMAT Cce onuTa Aa oTpede AafeHMU
aencrema (KaTo mskayeHne npasaT nognmncBaHe Ha YEIN mnu CRL kakTo e B
T. €) unu f) no-gony).

c) Key encipherment (kpuntupaHe Ha KAHO4YOBE) — 3a KPUMNTMPAHE Ha KIOYo-
BeTe UNM agpyra 3awmteHa uHdopMauus, Hanpumep npu TpaHcnopTMpaHe Ha
KJto4oBe.

d) Data encipherment (kpuntupaHe Ha AaHHM) - 3a KpUMNTMpPaHe Ha AaHHW,
HO He Ha KJloYoBe WM Apyra 3awuTeHa HhopMaLunsa, KakTo € NOCOYEHOo B T. C)
no-rope.

e) Key certificate signing (noanuceaHe Ha YEIM) - 3a mpoBepka Ha nognuca

Ha YpocTtoBepsiBawmsa opraH Bbpxy YEMN (u3non3sa ce camo B YEM Ha
YpocToBepsiBawms opraH).

f) CRL signing (noanuceaHe Ha CRL) - 3a npoBepka Ha nognuca Ha Y[ocTo-

BepsiBalmMsa opraH BbpXy cnucbka ¢ npekpateHute YEM (CRL).

2.3.2 PaswupeHune Basic Constraints
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PaswwupeHneto Basic Constraints onpegens pgann cybektbT Ha YEM e Ypoc-
TOoBEpsABaLll, OpraH uam KpaeH notpebuten. ToBa pa3swmnpeHne Tpsabea BuHarm ga 6b-
Ae otbenssaHo KaTo KPUTUYHO, MHa4Ye HAKOW OT MPUNOXKEHUSATA LWe ro UrHopmpar U
Wwe no3sonaT ga 6vae wsnonseaH YEIN, KoMTO e uM3pgadeH Ha KpaeH noTpebu- Ten
KaTo cepuduKaT Ha YaocToBepsiBall OpraH.

2.3.3 Monutuka 3a yaocrosepsiBaHe

MonutnkaTa 3a yaoctoBepsiBaHe (Certificate policy) e nssasneHne Ha uspartens, Koe-
TO CbOTBETCTBA Ha npeanucaHaTta ynotpeba Ha YEI B KOHTeKCTa Ha m3aga- BaHETo
My. WpeHTudukatop Ha noAmMTMKata € YHUKaaHO 4YWUCAO0, KOEeTO $SCHO WAEH-
Tuduumpa nonmTukKara.

2.4 CTpyKTypa Ha ngeHTudukatopmute Ha o6eKTH

NoeHTudunkatopbT Ha obekT (OID) npeacraBnsiBa nmopeauvua oT LEN 4ucna, Kosito
Cce NpuUCBOsiBa Ha perncTpupaH o6eKkT M € yHUKaneH cpes BCUYKM naeHTUduKaTopm
Ha 06eKTn B paMKUTe Ha KOHKpeTHaTa obnacrt.

Object Identifier
Information Services Plc. StampIT Roots Sub CAs End Entity Certificates
1.3.6.1.4.1.11290 1 1 1 2 StamplIT Server
3 StampIT Object
4 StamplIT Enterprise

2.5 CTOoMHOCTM Ha naeHTuukaTopute Ha 06eKTHn

Policy Identifier
Information Services Plc. 1.3.6.1.4.1.11290
StampIT 1.3.6.1.4.1.11290.1
StampIT Primary Root CA 1.3.6.1.4.1.11290.1.1
StampIT Qualified CA 1.3.6.1.4.1.11290.1.1.1
StampIT Time Stamping 1.3.6.1.4.1.11290.1.1.2
StampIT OCSP Validation 1.3.6.1.4.1.11290.1.1.3
StamplIT Server Certificate 1.3.6.1.4.1.11290.1.1.1.2
StampIT Object Certificate 1.3.6.1.4.1.11290.1.1.1.3
StampIT Enterprise Certificate 1.3.6.1.4.1.11290.1.1.1.4

2.6 Ny6nukyBaHe Ha nHpopMmaums
JocTbn Ao yaoctoBepuTeniHuTe ycnyrm Ha StamplT n xpanunuweto Ha StamplT
MOXe Aa 6bae nonydeH ypes cnegHuTe cpeacTBa 3a KOMYHUKaUNS:
Ha yeb agpec: http://www.stampit.org/repository
Ype3 E-mail: support@mail.stampit.org

MoweHcKn aapec:

“NHdopMaumoHHo obcnyxeaHe” ALl. - StampIT
Yn."Nvyeszap CraHueB" 13, X.K. M3rpes,

1797 Codwusa, bbnrapus

Ten: + 359 2 9656 291

Qakc: + 359 2 9656 212

E-mail agpec: support@mail.stampit.org

3 NMpasuna 3a nsaasaHe Ha YEI

Ta3nm 4yacT Ha AOKyYMeHTa npeacTtaBs npaBunaTta 3a usgaBaHe Ha YEMN oT cTpaHa Ha
StamplIT.
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3.1 M3uckBaHua KbM 3asaButenute Ha YEN
Mpean wnn no BpeMe Ha npoueca no 3asaBsaBaHe Ha YEI, 3aasutennte Ha YEN
M3BBLPLWBAT CNeaHUTe CTbMNKK:
e nojaBaT MUCKaHe 3a m3gaBaHe Ha YEI v npuemaT ycnosudaTa Ha [orosopa 3a
yaoctoBepuTtenHa ycnyra n CPS;
* MpenocTaBaT AoKasaTeNCTBa 3a TAXHaTa MAEHTUYHOCT cnopej cTaHAapTHO
e onpepgeneHuTe npoueaypu Ha StamplT.

3.1.1 YnbsHOMOLWaBaHe

3asBka 3a YEM Ha StamplT m™Moxe pga 6bae HampaBeHa JIMYHO WM 4ype3
Mb/IHOMOLWHWK/NpeacTaBuTen, B 3aBUCUMMOCT OT Tuna Ha YEM u ycnosuaTta 3a
HEeroBoTo wu3aaBaHe. YMb/HOMOLLABaAHETO Ce JoKa3Ba C HOoTapuanHO 3aBepeHo
NbJHOMOLWHO, AOKYMEHT 3a@ aKTya/llHO CbCTOSHME W APYTM AOKYMEHTW, Omnpeaesnsim
Bpb3KaTa MeXAy YMb/IHOMOLNTEN U MbJHOMOLWHMK/NpeacTaBuTeN U HeroBuTe npasa.

3.1.2 3auumTa Ha KJIlo4YOoBaTa ABOMKA

ABOHaTUTE HOCAT NbSIHA OTFrOBOPHOCT 3a npeAoTBpaTsaABaHe Ha KOMMNpPOMeTUMpaHe,
3aryba, paskpuBaHe, MoguduuMpaHe WKW ApPYyro HeoTOpU3MpaHO WM3NO0A3BaHe Ha
TEXHUSA YaCTeH KoY.

3.1.3 AenernpaHe Ha OTFTOBOPHOCTM 3@ HaCTHUSA KJTIOY

ABOHaTWTE HOCAT MbJIHA OTrOBOPHOCT 3a AEWCTBUS WM MPOMYCKM Ha YMbJIHOMOLLEHM
OT TAX /MUa@ WM TEXHM MapTHbOPM, KOMTO TE€ WM3MNON3BaT 3a reHepupaHe, MaseHe,
CbXpaHEHNE UK YHULLOXABaHEe Ha TEXHUTE YaCTHM KJIHOUOBE.

3.2 WpeHTUdMUMpaHe Ha 3aaBUTeNUTe

Mpean wunspasaHe Ha YEIN StamplT onpegens KOHTPOAWM, KOWUTO Ada YCTaHO- BAT
WOEHTUYHOCTTA Ha 6O6baewms aboHaT. TakuMBa KOHTpPO/AM Ce U3NMbAHSABAT OT Pe-
rmcTpumpawmte opraHnm Ha StamplIT. Peructpupawmnar opraH Ha StampIT npunara
Te3n npouenypu Ha 6asaTta Ha gageHuTe oT StamplT ykasaHus.

3.3 MorBbpxpaBaHe Ha uMHpoOpMauuATa B 3aABKUTE 3a u3faBaHe Ha
YEN
3asaBkute 3a wuspaBaHe Ha VYEMN ot StamplT ca npuapyXeHm OT CbOTBETHUTE
OOKYMeHTM, 3a aa 6bae yctaHOBEHa MAEHTUYHOCTTA Ha 3asBUTENs, KakKTo e OMUCcaHo
B MHdOpMaumMsaTa 3a NPOAYKTUTE NO-A01Y.

StamplIT Moxe ga moanduumpa M3MCKBaHUSATA KbM MHpOpMaumaTa, Kacaela 3asiB-
KaTa Ha AuuaTa, 3a Aa M3MbJIHW CBOUTE U3UCKBaHUSA, BM3HEC KOHTEeKCTa Ha ynoTpe-
6arta Ha YEIM nnan npenopbkuTe Ha 3aKoHa.

3.4 M3uckBaHu A 3a NOTBbpXXAaBaHe Ha 3aaBkuTte 3a YEI

Mpu nony4yaBaHe Ha 3asiBKa 3a gageH YEN, kato ce 6a3npa Ha npegocrase-
HaTa MHdopMaumsa StamplT noTBbpXxAaBa cnegHata nHdbopMaums:

e 3a8BUTENSAT € CbLOTO IMLe, KOETO € BNNUCaHo B 3asBKaTa 3a YEI;

e 3aaBuTendaT 3a YEI nputexaBa 4acTHUA K04, KOMTO KOpecnoHAupa Ha
ny6nanyHusa kntou, BkaodeH B YEN;

wnHdbopMaumaTa, KoaTo Tpsbea ga 6vae nybnmkyesaHa B YEI e To4yHa, ocsBeH
aKo He e HenoTBbpAeHa MHGOopMauua 3a aboHaTa;

e MpeacTaBUTENST, KOWMTO 3asiBaBa nsgasaHe Ha YENM, Tpabea na 6bae HagnexHo
YMBb/HOMOLLEH Aa HanpaBu TOBa.

StamplIT KOHTpoJIMpa TOYHOCTTa Ha NybaMKyBaHaTa MHdOpMaLmMs, KOATO ce npeaoc-
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TaBs oT aboHaTa, KbM MOMeHTa Ha nsgasaHeTo Ha YEI.

BbB BCMUKKM cny4dyam n 3a Bcuykmn tnnose YEMN Ha StamplT aboHaTbT MMa NOCTOSAHHOTO
3agbikeHne ga cbbnogaBa 3a BEPHOCTTa Ha npepocrtassHata MHGOpP- Mauma u aa
yBeaoMsiea StamplIT 3a BCAKakBM NPOMEHU, HAaCTLNWAN cnel nlgasaHe- 1o Ha YEI.

3.5 YpoBnerBopsiBaHe U OTXBbpJisiHe Ha 3aaBKu 3a YEN
Cnepn ycnewHo m3BbpliBaHe Ha BCMYKWM U3UCKBAHW NOTBLPXAEHus, StamplT yaos-
netsopsBa 3adBKaTa 3a YEII.
AKO npouecbT Mo nNoTBbpXAaBaHe Ha 3asBkaTa 3a YE[ 3aBbpwn Heycnew- Ho,
StamplIT oTxBbpnsa 3asBkata 3a YEMN. StamplT He3abaBHO yBenoMsBa 3asABUTENS U
noco4ysa MpuUMHaTa 3a OTXBBLPASHETO Ha 3asdBKaTa. 3asABUTENN, YMUTO 3asBKWU ca
6unn oTXxBbpJIEHN, MOraT OTHOBO Aa NodagaT 3asBKa 3a usgasaHe Ha YEI.

3.6 W3paBaHe Ha YEIN u cbrnacue Ha aboHaTa

StamplT mnzpasa YEIN npun ypoesnetBopsiBaHe Ha 3asaBkaTta 3a YEI. YEIN Bnuza B cuna
B MOMeHTa, B KOUTO aboHaTbT ro npueme. M3gasaHeto Ha YEIN o3HauvaBa, ye StamplT
e yaoBneTBopun 3asaBkaTa 3a YEI.

StamplT usgasa YEIN B cbOTBeTCTBME CbC CbrlacMeTo Ha 3assutend. Cbr- nacue 3a
n3gasaHe Ha YEI ce geMoHCTpMpa KaTo ce HanpaBu 3asBKa, BbMpeKkn Ye BCe oule He
€ noslyyeHo cboblieHne 3a npuemaHe Ha YE.

3.7 BanupgHocT Ha YEN
YEM ca BanngHu npuv nsgaBaHeTo UM oT StamplT n npuemaHeTo MM oT aboHaTuTe.

3.8 [MpuemaHe Ha YEIN ot A6oHaTa
Mpuema ce, ye YEI e npuet oT aboHaTa, KoraTo:
e opobpeHmeTo Ha aboHaTa e nokasaHo Ha StamplT oHnalH MM 4ypes enekT-
POHHO CbObLLEHME, U3NpaTeHO OT aboHaTa;
e YEI ce usnonsea ot aboHaTa 3a NbpBU MbT;
e CNnep nstTn4yaHe Ha 15 gHWM OT gaTaTa Ha m3gasaHe Ha YEI, ako B

s TO3M CpPOK aboHATLT He e HanpaBu/ pekslaMauus OTHOCHO CbAbPXXAHMETO Ha
YEI.

3.9 Nyb6naukyBaHe Ha napapneHun YEN

StamplT nybnukysa kKonue ot nsgageHute YEN B xpaHunuweto cu. StamplT mMoxe aa
nybnukysa YEIMN B Apyrn xpaHuauvwa, KOUTO CMsTa 3a NOAXOASILWM, HO HEe HOCU
OTFrOBOPHOCT 3@ BaJIMAHOCTTA, TOYHOCTTA M HAJIMYHOCTTE Ha AUPEKTOpPUM,
noaabpXaHm OT Tpetu cTpaHu. AboHaTuTte OT CBOSA CTpaHa MoraT CbWwo JAa
nybnukysat YEN cu, nspgageHun ot StamplIT B Apyrn XpaHunuuwa.

4 MpoaykTn n ycnyru, npeaocraBsaHun ot StamplIT

4.1 TNMopaHoBsABaHe Ha aecTBueTo Ha YEIN

MepuoabT Ha BanuaHoCT Ha StamplT YEI e ot6ensizaH B CbOTBETHOTO none Ha YEM u
TOl e egHa rogmHa (365 gHM) oT gataTa Ha MogHoBsABaHe. Tbi KaTO M3NCKBaHUATA 3a
nogHoOBsABaHe MoraT Ja ce pasfn4yaBaT OT Te3uM Npu NbpBOHaA4YasHO u3[aBaHe,
StamplIT nybnukyBa u akTyanum3mpa yCcnoBusaTa 3a nogHoBsiBaHe Ha YEM, n3paaeHu
OT Hero. MNogHoBsiBaHe MOXe ga 6bae M3BBLPLWIEHO CaMO akKo BCUMYKM gaHHM B YEN
OCTaHaT HernpoOMeHeHN, KaKTo B MbpBOHavYanHaTa 3asBKa.

MoaHoBsiBaHeTO Ha YEI ce u3BbplwBa B CbOTBETCTBME C YCNOBUATA AENCTBAWM KbM
MOMEHTa Ha NoAHOBSBAHE.

Ab6oHaTbT TpsibBa MOCTOSSHHO JAa KOHTPO/AMpA BEPHOCTTAa WM TOYHOCTTA Ha
nHdopmaumnsaTa, nybnmkysaHa B nogHoBeHust YEI. 3asBka 3a nogHoBsiBaHe Tpsibsa
Aa 6vae nonydeHa ot StamplT npean gatata Ha U3TUYaHe Ha Cpoka Ha BaJIMAHOCT,
BrnucaH B YEI.

4.2 MpekpatsaBaHe Ha YEN
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4.3

4.4

5.1

5.2

5.3

MpekpaTsBaHe Ha pencteueto YEMN ce m3BbpwBa oT StamplT cnep nogaBaHe Ha
3agBKa 3a NpekpaTgaBaHe OT CTpaHa Ha Perncrpupawmsa opraH. 3a Aa Hanpasu Tasmu
3agBKa, onepaTtopbT Ha Pernctpupawmsa opraH € [AJbXeH jJa ce yBepu B
CaMOJIMYHOCTTa U NpeacTaBUTeNIHaTa BNacT Ha 3aaBuTens. MickaHe 3a npekpaTdBaHe
Moxe aa 6bae nogaseHo KbM Perncrpupall opraH OT aBTopa WM HaANeXHo oBnacTeH
npeacTaBUTeN Ha TUTYnNdApa.

CnupaHe Ha gencrBueTo Ha StamplIT YEN

Oencrenerto Ha YEM, nspanenn ot StamplT, moxe ga 6bae CNpsiHO NMpu Hanu4une Ha
CbOTBETHUTE OCHOBaHUSA, 3a HeobxoammMuaTt cnopes obcTosTencreata CpoK, HO 3a He
noseye oT 48 vaca.

3a nepnoaa Ha BpeMeHHO cnupaHe Ha YEI, cbwoTo ce cumTa 3a HeBanMAHoO

Bb3o6HoBABaHe Ha aecTBueTo Ha YEN

Jenctemeto Ha YEI ce Bb306HOBABA C M3TMYaHe Ha CpoKa Ha CnuMpaHe, NMpu oTnagaHe
Ha OCHOBaHMETO 3a ChnupaHe WM MO WuckaHe Ha aboHaTta, cneg kato StamplT,
cboTBeTHO KPC ce yBepu, 4e TOW € y3Han npuymHaTa 3a CNMpPaHETO M MCKAHeTo 3a
Bb306HOBSIBAHE € HanpaBeHO BCAeACTBME Ha Yy3HaBaHETO. YAOCTOBEpPSBALIMAT OpraH
Bb306HOBsIBa AenctemeTto Ha YEI, kaTo ro nssaxaa oT cnucbka C npekpateHuTe YEI.
OT MOMeHTa Ha Bb306HOBsABaHe Ha AencTBmeTo Ha YEI, CcbloTO ce cumMTa 3a BanmaHo.

NckaHeTo 3a Bb306HOBSABaHe e HampaBeHO BCAeACTBME Ha y3HaBaHeTo. YAocToBeps-
BalWMAT opraH Bb3obHOBsiBa penctBmeto Ha YEM, kato ro m3eaxkga OT Cnn- Cbka C
npekpateHuTe YEI.

OT MOMeHTa, B KOWTO YAoCTOBepsiBaWMAT OopraH € Bb306HOBMN AENCTBUMETO Ha cep-
Tudukarta, CbWMAT Ce CcUYMTa 3a BanuaeH. AKO B nepuoda Ha cnupaHe Ha YEMN B
YaocTtoBepsiBalumsa opraH ce nony4ym BanuaHa 3asBKa 3a npekpaTsaBaHe Ha AENCTBUETO
My, TO StamplIT npekpaTtasa YEI B CbOTBETCTBME C YTBbPAEHUTE npoLuenypu.

YcnoBuAa 3a usaaBaHe v non3BaHe Ha YEI

Ta3u 4yact Ha AOKyMeHTa OornuceBa MnpaBHUTE rapaHuuMu, OCHOBAHUA U OrpaHuU4YeHud,
cBbp3aHu cbe YEN, nspgasanHn ot StamplT, npaBaTa 1 3aab/KEHUATa Ha CTpaHuTe.

MpeacraBsiHe Ha ycnyrm

StamplIT npeacrtaBs Ha BCUUKM aboHaTW W A0OBepsBalLU CE CTpPaHWU CBOWUTE YCNyru,
KouTo ca onucaHm B CPS. StamplT 3ana3Ba nNpaBoOTO CU Aa NPOMEHS Te3U YCNyru,
KakTo CMATa 3a MoAXoAsllo U B CbOTBETCTBME C WM3MCKBAHMATA Ha HoOpMaTMBHAaTa
ypenba.

NMHdpopmaumsna, BknoueHa ypes npenpartka B YEN
StampIT Bkno4yBa 4pe3 npenpatka BbB Bceku YEIN, KONTO wn3gaea cregHaTa
nHdopMauns:

e 06wWwwu ycnosms 3a NnpeaocTaBsaHUTE YCIyrn;

* MpuNoOXuMaTa NoJINTUKa 3a yAOCTOBEPSABAHE;

e CbAbpXaAHMETO Ha pa3WwupeHusaTa, KOUTo He ca obsicHeHun nausno B YEM;

e npenpaTka KbM perucrtpaumsTa Ha goctaBumka B KPC;

e BCsKa agpyra nHdopmauusa, koato Tpsbea na 6bae BKAKOYEHA B Nonae Ha cep-
Tudumkara.

Yka3aTenu 3a BKJIlOUBaHe Ha MHdopMauusa Ype3 npenpaTka

StampIT mn3anonsea URLs (Universal Resource Locators), OIDs (Object Identifiers) nnu
APYrn Hann4yHK cpeacTea, 3a Aa BKAYM nHdopMaums ypes npenpaTtka B YEI.
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5.4 OrpaHW4YeHMA U OTFTOBOPHOCTH
YEIN Ha StamplIT Moxe pa BKAKOYBAT KPaTKo U3SBJIEHWE, ONUCBALLO OrpaHU4veHusTa
Ha OTrOBOPHOCTUTE, OrpaHNYEHUEe Ha CTOMHOCTTa Ha TpaH3akuuMuTe, KOMUTO MoraT Aa
6boaTt uM3BbPLWIEHW, Nepuos Ha MOoTBbpXAaBaHe, npedHasHadyeHne Ha YEM wu
HenoeMaHe Ha OTroBOPHOCTU. TakaBa WHdoOpMaumss Moxe Aa 6bae nokasBaHa MU
ype3 xunepeBpb3ka. 3a ga nokaxe HeobxoammaTta uHbopMmaumsa StamplT moxe aa
n3nonsea:
* noneto State - 3a BK/ItOUBAHe Ha AaHHM 3a aboHaTa;
e ONEeTO 3a anTepHaTUBHO uMMe Ha m3gatens (Issuer alternative name) - 3a
TMna Ha YEI;
e (CTaHpapTeH ykasaTen Ha pecypcute Ha StamplIT 3a nonutukata 3a
YAOCTOBepsiBaHe;
e Apyrv noaxoasduwn rnoseta B CbAbpXKaHUeTo Ha YEIT;
*  YaCTHU WU APYTU PErNCTPUPAHUN pa3LINpeEHUs.

5.5 Ty6nukyBaHe Ha gaHHuTe oT YEIN

StampIT cm 3ana3Ba npaBoTo, a aboHaTbT Npuema, aa nybnunkysa YEMN mnnu gaHHu ot
YEMN BbB BCAKO AOCTbMHO XpaHunuuwe, kato LDAP (Lightweight Directory Application
Protocol) anpekTopun n cnmncbum ¢ npekpateHute YEM - CRL (Certificate Revocation
List).

StamplT ynpasnsaBa gupektopuun ot YEI c onpegeneHn xapakTepuctmkun, c uen ga ce
NnOBMWIM HMBOTO Ha JoBepue B npegnaraHmte ycnyru. [loTpebutenute wu
JoBepsiBalWlMTe ce CTpaHu Tpsbea Aa HanpaBAT CnpaBKa B Te3W AMPEKTOpUM C nlga-
OeHn n npekpaTteHn YEI Bcekn nbT, Npean na B3eMmaT pelleHne Janu ga ce AoBepsaT
Ha nHdbopMaumaTa, onmcaHa B YEI.

5.6 3apab/mkeHMe OTHOCHO nNpepocrtaBeHaTta uHdopmaums
BbB BCcMukM cnydyam 1 3a Bcuuku Tunose YEM, nsgapneHn ot StamplIT, abo- HaTbT (a
He StamplT) MMa NOCTOSSHHOTO 3aAb/IXEeHMe Aa cnean 3a TOYHOCTTa, Bep- HOCTTa U
nbaHOTaTa Ha WHdopMauusiTa, npegocTtaBeHa nNpu usgaBaHe Ha YEM u npwm
HacTbNBaHe Ha NpoMeHn He3abaBHO Aa yBeaoMmsaBa StamplT 3a ToBa.

5.7 3apbimxeHusa Ha aboHaTa
OcBeH ako B CPS He e nocoyeHo apyro, aboHatute Ha StamplT HOCAT nNbjHa OTro-
BOPHOCT 3a CNnegHoTo:

e [a uMaT No3HaHusa 3a nonssaHe Ha YEI n PKI;

e B C/y4dauTe, KoraTo reHepmpart Kaw4yoBaTa ABOWKA, rapaHTupart, de nybnuu-
HUAT KoY, npepnoctaBeH Ha StamplT, kopecnoHAMpa C U3MOMA3BaHUA YacTeH
KoY

e [a NpefoCcTaBAT BSpHa, TOYHA M NbjiHA MHPOpMaumsa Ha StamplT;

e [Oa nogagaT OTHOBO 3asBKa 3a m3anasaHe Ha YEI, ako Ha pageH ertan oT
nogHoesiBaHeTo Ha YEI ce okaxe, 4ye mpegoctaBeHaTa WMHGOpP- Mauumsa ce e
npoMeHuna, cnen Kato e buna NbpBOHAYaNHO NpeaocTaBeHa Ha StamplT;

 [a ce 3ano3HasT M npueMaT cpokoseTe u ycnosusata B CPS Ha StamplT wu
CBbp3aHUTE C HEro AOKYMeHTH, Ny6anKyBaHU B XpaHUAMLWETO Ha StamplT;

« pa wusnonseat YEl, wu3pgageHn oT StamplT camMo 3a 3akOHHM Uenn U B
cboTBeTcTBME ¢ CPS Ha StamplT;

* pa ysepomaBat StamplT nnm Perncrtpupawmsa opraH Ha StamplT 3a npoMeHu
N HEMb/IHOTWM B NpefoCTaBeHaTa MHGopMauus;

e [Aa npeycrtaHoBsBaT w3non3eaHeto Ha VYEN, ako HAkakBa 4acTt oOT
nHdopMaunaTa ce OKaxe, Ye e ocTapssa, NpoOMeHeHa, HeTOYHa WUAN HeBSp-
Ha;

e [a npeycTtaHoBABaT U3non3saHeTo Ha YEI, ako CblUMAT e ¢ U3TeKb/ CPOK M Aa
ro AevHCTanuMpaT OT MPWIOXEHUSATA WM YCTPOICTBaTa, B KOUTO Ton e 6un
WHCTanupaH;

e [Oa npepoTBpaTaABaT KoMMpoMmeTupaHe, 3aryba, pa3kpuBaHe, MoanduumpaHe
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WIn Apyro HeoToOpM3MpaHO M3MNON3BaHEe Ha 4YacCTHUA KUY, KOMTO KOPECMOH-
avpa Ha nybnnynumsa knod, nybnunkysaH B YEIM;

Aa 3aaBAT npekpaTtsaBaHe Ha YEM B cnyval, 4ye vMMa CbMHEHMS OTHOCHO
LenocTtTa Ha usgaaeHus YEM;

Aa 3aaBAT npekpaTsBaHe Ha YEMN B cnyyal, 4e HAKakBa 4YacT oOT
MHopMauuaTa, BknaodeHa B YE[ ce okaxe ocTapsiia, NMpOMEHeHa, HETOYHa
WU HEBSAPHA;

3a AEeNCTBUSA M NMPONYCKW Ha nMpeacraBuTenn, KOUMTO Te M3MnonseaT, 3a Aa re-
HepupaT, KOHTpONMpaT, ynpasnsasaT WIN YHULLOXKaBAT TEXHUSA YacTeH KJouY;
[a ce Bb3AbpXaT OT npepocraBdHe npea StamplT Ha MaTepuanu, C KneBeT-
HUYECKM, HeueH3ypeH, nopHorpadckn, obuageH, daHaTUYEH UM PaCcUCTKU
xapakTep.

5.8 TOYHOCT, BAPHOCT U NbJIHOTA Ha MHPOpMauusaTa

ABOHATBLT HOCM MbJIHA OTrOBOPHOCT 3@ BEPHOCTTA, TOYHOCTTA W MbAHOTATa Ha WH-
dopMaumaTa, KoATO NpeaocTaBs 3a M3non3saHe npu nsgasaHe Ha YEN crnopen CPS.

5.9 3apbmxkeHusa Ha StampIT
[lo HUBOTO onpeneneHo B CboTBETHUA pa3aen Ha CPS, StamplT ce 3aabnxaBa aa:

cnassa CPS 1 cBouTe BbTpPELWHN UAK NYB6ANYHMN NONTUKN U NpoLenypu;
cnasBsa NPUIOXNUMOTO 3aKOHOAATENCTBO " noasakoHoBaTa
HOpMaTuBHamypenba;

ocurypsiea MHQpacTpykTypa u yAOCTOBEPUTENHU YCAYTU, BKAKOYUTENHO WU3r-
paXXgaHETO M MNyCKaHeTo B AENCTBME Ha XpaHwauweto m yeb camta Ha
StamplT 3a usBbpwBaHe Ha PKI ycnyrute;

ocuUrypsiea HagexaHu MexaHu3MW, BKIKYUTENIHO MexXaHu3Ma 3a reHepupaHe-
TO Ha KJ4YyoBeTe, 3alUMTEHNS MEXaHW3bM 3a Cb3[aBaHe Ha efleKTPOHEH noa-
nMc 1 npoueaypuTe 3a pasnpeaenisHe Ha CeKpeTHUTE 4acTu Mo OTHOWEeHMe Ha
HeroBaTa cobcTBeHa UHMPaCTPyKTypa;

yBeAOMsABa CTpaHuUTE B C/ly4ail Ha KOMMpOMETMpaHe Ha YacCTHUTE CU KJH4o-
BE;

nybnnyHo npenoctaBs npoueaypuTe 3a 3asdBsiBaHe Ha pas/IMYHUTE TUMoBe
YEN;

nspasa un nogHoesasa YEI B cboTBeTcTBME € CPS 1 n3anbaHABa 3a-Ab/HKEHUATA
C1 NOCOYEHU B HETO,

npu nojslydaBaHe Ha 3asiBKa OT PerucTpupawmsi opraH, vusgaBa W nogHoOBsIBa
YEI, B cboTBeTcTBME C CPS;

npu nonydaBaHe Ha 3asBKa 3a npekpartasaHe Ha YEM ot Perncrtpupawmd
opraH npekpaTtsasa YEI, B cboTBeTcTBUE C CPS;

nybnunkysa YEN, B cboTBeTcTBUE C CPS;

ocurypsiea noggpbXka Ha aboHaTuTe M goBepsiBallMTe Ce CTPaHu, KakTo e
onucaHo B CPS;

npekpaTaBa, cnupa n Bb3obHoesABa YEIN B cboTBeTCTBME C CPS;
ocurypsiea MHgopMaums 3a M3TUYAHETO Ha CpokKa Ha Ba/IMAHOCT M MOAHOBS-
BaHeTo Ha YEI B cboTBeTcTBUE C CPS;

npegocrasa konus ot CPS mn gencreBawmre cn AOKYMEHTU 3a nybnuyeH goc-
Tb.

5.10 CboTBeTCTBME C ONnpeaesieHoTo npeaHa3HavyeHue
StamplIT oTXBbpas BCUYKM rapaHumMuM W OTrOBOPHOCTM, B C/lyyanl, 4ye NpoayKTuTte
W/Mnn ycnyrute ca rnosi3BaHu He crnopes onpeaeneHoTo UM npeaHasHavyeHue U BCS-
KaKBMW rapaHumMu 3a TOYHOCTTa Ha NpeaocTaBeHa, HO HENOTBbpAEHa MHGOpMaLmS.

5.11 OrpaHMuyaBaHe Ha OTroBOpHOCTTa Ha StamplIT
OcBeH B cfiydyan Ha HebpexHocT StamplIT He HOCM OTrOBOPHOCT 3a:
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e MNpoOMNyCHaTK Nonswu;

e 3aryba Ha gaHHu;

e [ApYru KOCBEHW Bpean, NpoM3TuYallm OT UM BbB BPpb3Ka C M3MON3BAHETO,

e [AoOCTaBKaTa, JIMLUEH3WPaHeTO, AEUCTBMETO WM HEBB3MOXHOCTTA 3a AelcTBue
Ha YEI n enekTpoHHUTE NoAnnucu;

e BCSIKaKBW ApYrn Bpean, OCBEH Te3u, KOMTO Ca CBbpP3aHM C AoBepsiBaHe Ha
nHdbopmaumaTa, nocodeHa B pageHums YEIN, 6asvpaHa Ha noTBbpAaeHaTa
nHdopmaunsa B YEM;

e Trpewka B norebpaeHaTa MHOpMaums, KOATO € B C/eACTBME Ha u3Mama unu
YMULLNEHO HEBSPHO M3SB/IEHME Ha 3asBUTeNs;

e wm3nonseaHeto Ha YEMN, konto He e 6wun wuspgageH wanm M3NonsBaH B
cboTBeTcTBUE C CPS;

* n3non3BaHeTo Ha YEI, KONTO He e BannaeH;

e un3nons3saHeto Ha VYEN, npu Koeto ca HaABUWIEHM onpeaesieHnuTe or-
paHn4yeHus, noco4yeHn B Hero unum B CPS;

* CUTMYpHOCTTa, MU3MOM3BaHETO, LenNocTTa Ha NpoAYKTUTE, BKIOUUTENIHO XapAay-
epa u codTyepa, KouMTo aboHaTbT M3NO3Ba;

i KOMMNpoMeTUpaHe Ha YaCTHUA KJTKO4Y Ha aboHarTa.

5.12 OrpaHuuyeHus Ha BpeauTe

Mpn HUkakBwu ycnoeus (OCBEH B C/y4yal Ha HebpexHOCT) obuwiaTta OTroBOPHOCT Ha
StamplIT KbM BCMYKM CTpaHu, BKJIOYMTENHO M 6e3 orpaHn4veHune Ha aboHaT, 3asBuU-
Ten, nonyyaten wnum poBepsiBalla ce CTpaHa 3a BCUYKW eNeKTPOHHW MNOoANUCU WU
TpaH3aKumn, cBbp3aHu C TakbB YEI, HAMa ga HaasumwasBa nAMMuUTa 3a Takusea YEI,
KOWTO € onpeaesnieH B gokyMmeHTa “lMpakTuka Ha AOCTaB4yMKa Mpu nNpefocTtaBsHEe Ha
yaocTtoBeputenHum ycnyrmn” (CPS).

5.13 MNpwunoxeHue Ha Certificate policy

Korato gokymeHTbT Certificate policy npotuBopeun Ha CPS, we ce npunaraT ycno-
BuaTa Ha CPS 1 Ton We nMa 3agb/ikutenHa cunia 3a aboHara.

5.14 YBepomsaBaHe

StampIT npuema cbobuleHns, Kacaeln HerosaTa AEWNHOCT Ype3 eNeKTPOHHO noanu-
CaHW CbObLIEHMS MM Ha XapTueH HocuTen. pu nonyyaBaHe Ha BanMAHO, enekT-
POHHO MOAMNMCAHO MOTBBLPXAEHWE 3a MNoJsiydaBaHe Ha €efeKTPOHHOTO cbobuieHne oT
StamplIT, nogaTtensat Ha CcbobLWEHMETO NMpueMa, Ye KOMyHMKauMaTa € OCbluecCTBeHa.
AKO mopaTensat He NOoJlyynm TakoBa MOTBbPXAEHME B paMKmTe Ha 5 (NeT) AHM, ToW
TpsabBa ga M3nNpaTu NMUCMEHO CbobLleHMe Ha XapTUeH HOCUTen 4Ype3 KypuepcKn yc-
YU, KOUTO LWe NOTBbPAAT AOCTaBKaTa WKW 4Ype3 npernopbyaHO MUCMO WMAM MUCMO C
obpaTHa pasnucka, agpecupaHo KakTo creaBa:

“NHdopmMaumoHHo obcnyxeaHe” ALl. - StampIT
Yn."Nvyeszap CraHueB" 13, X.K. M3rpes,

1797 Codwusa, bbnrapus

Ten: + 359 2 9656 291

®dakc: + 359 2 9656 212

E-mail agpec: support@mail.stampit.org

6 StamplIT Object YEN

StamplT Object YEN ce mn3gaBaT Ha topuanydecku nuua. YEM moraTt ga 6vaart
M3MNos3BaHM 3a noanmcBaHe Ha codTyepHM 06eKkTn n KoMnoHeHTn. StamplT Object
YEMN nmaT cpoK Ha BanMAHOCT efgHa rogmHa.

6.1 Cobabp)xaHue
CbabpxaHueTo Ha uHdopmaumsaTa, nybnunkysaHa B YEIN mMoxe ga BK/OUBaA,
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HO He e OrpaHW4yeHo A0 CregHUTe efleMeHTH:
* HaMMeHOBaHMe Ha IPUANYECKOTO Nuue;
e [AHHM 33 OpPMAMYECKOTO NnLe;
e nybnnyeH KnwY;
e KOA Ha cTpaHaTa;
e uv3gaBal YaocTtoBepsiBaw, opraH (StamplT);
e eNeKTpoHeH noanuc Ha StamplT;
* BWA Ha anropuTbmMma;
e CpPOK Ha BanuAHOCT Ha YEI;
e cepueH HoMmep Ha YEI.

6.2 nMpodcwun Ha YEN:

Mpodomn Ha StamplT Server

Signature Algorithm SHA1/RSA
Issuer CN StamplIT Qualified CA
C BG
O Information Services Plc.
L Sofia
S B:831641791
STA 2 P. Volov Str.
Postal Code 1504
Validity 1 Year
Subject C Country
L Locality
o Organization
ou Organization Unit
CN Common Name
Public Key RSA 1024 bits

Key Usage (Critical)

Digital Signature
Non-Repudiation
Key Encipherment
Data Encipherment

Authority Information Access

[1]Authority Info Access
Access Method=0n-line Certificate Status Protocol (1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ocsp.stampit.org/

Subject Alternative Name (Non
Critical)

Directory Address:
CN=Certificate StamplT Object

Extended key usage
(Non Critical)

Code Signing (1.3.6.1.5.5.7.3.3)

Issuer Key Identifier [ID]

(Non Critical)

Subject Key Identifier [1D]

(Non Critical)

Basic constrains End entity

(Critical)

Path Length Constraint=None

CRL Distribution Point/Non Critical/

DP Name: http://www.stampit.org/crl/stampit_qualified.crl

Certificate Policies
(Non Critical)

Policy Identifier=1.3.6.1.4.1.11290.1.1.1.2
Policy Qualifier ld=CPS/1.3.6.1.5.5.2.7.1/

Qualifier=http://www.stampit.org/repository

Bepcuga 2.2

6.3 [okyMeHTM 3a nspgasaHe Ha StampIT Object YEN

CnegHnte pokymeHTn TpsbBa ga 6baaT nNpeacTaBeHM OT 3asiBMTENs Npu nogaBaHe
Ha UCKaHe 3a usgasaHe Ha StamplIT Object YEN:
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1. YpocTtoBepeHUe 3a aKTyasIHO CbCTOSIHWE, — OPUTMHAN UM HoTapuasHo
3aBepeHo konue. To3m AoKYMeHT € Heobxoanm B cnydain, vye KOpmamMdeckoTo
nvue He e perncTpupaHo/npeperncTtpupaHo B TbproBCKU perucTbp Ha
AreHumus no BNMcCBaHMATa

2. [okyMeHT 3a peruncrtpaumsa no BYJICTAT - opurnHan. To3nm OKYMEHT €
HeobxoamM B ciyyan, ye KOpnanYeckoTo nmue He e
perncTpmpaHo/npeperncTtpmpaHo B TbproBCKM pernMcTbp Ha AreHums no
BNMCBaHUATA

3. JOKyMeHT/ Mb/IHOMOLLHO, C KOETO HPUANYECKOTO NMuUe € YNbHOMOLMIO0
CBOM NpeacTaBuTen ga ro npeacrasnsasa npeg StamplT 3a BCMYKK
OENCTBUS, CBbP3aHN C N34aBaHETO U yrnpasneHuneTo Ha YEN - opuruHan.

4. [OKYMEHT 3a CaMOJIMYHOCT Ha PU3NYECKOTO NLE, KOETO € YMb/IHOMOLLEHO
Ja npeacTasnsaBa wpuaAnYeckoTo nuue npeg StamplT - opuruHan ..

MoanuncaH A0OroBop 3a yAOCTOBEpPUTENHA ycnyra.

MoAnncaHo MCKaHe 3a U3aaBaHe.

MNMonbNHEHa Ha naTuHMUA U noanucaHa 61aHka 3a perncrpauns.
[lIOKYMEeHT, yA0oCTOBepsiBalll 3anallaHeTo Ha ycnyraTa.

® N W

6.4 W3paBaHe Ha YEN

1. 3agaBuTensat npepocraBs HeobxoaMMUTE OOKYMEHTU B Permcrpupawmnss opraH,
KaTo ce ABsiBa JIMUHO UM Ype3 HaAIeXXHO OBNacCTeH npeacTaBuTen.

2. [MpoBepsaBa ce CaMO/IMYHOCTTA, CbOTBETHO WMAEHTUYHOCTTA Ha 3asaBUTENS WU
KOMMAEKTHOCTTa Ha NpeAcTaBeHUTe AOKYMEHTM!.

3. OnepaTopbT Ha Perncrpumpalwimsa opraH reHepupa gBoWKaTa K/H0OUYOBE BbpXY
CMapT KapTaTa B NpPMUCbCTBMETO Ha aboHaTa/npeacTaBuTens M nogaBa 3asiBKa
3a n3pgasaHe Ha YEI no YaocrosepaBalwina opraH.

4. YpocTtoBepsBawuaT opraH cnen dopManeH KOHTpPON Ha AaHHuTe 3a aboHaTa,
nsgasa YEI, KonTo ce nanpawa obpaTtHo B Pernctpmpawmsa opraH.

5. YEIN ce 3anucBa BbpXy CMapT kapTaTa U Ta ce npeaaBa Ha aboHaTa cpeuly
noanmc.

6. AB6oOHaTbLT nosny4dyaBa codTyep 3a YynpaBieHuMe Ha CMapT, 4Ype3 KOWTO uMa
Bb3MOXHOCT Aa CMeHs npeaBaputenHo geduHupanmsa PIN koa

7. [DaHHuTe 3a akTmBuMpaHe Ha cmapT kaptata (PIN koma) ce BbBexgaT oOT
aboHaTta npu nagasaHeTo Ha YEM vnum ce nanpawart no anTepHaTUBEH KaHan -
ypes Kypuep WM C MpenopbYaHO MUCMO C obpaTHa pas3nucka Ha aapeca,
NOCOYEH OT 3asaBUTENS.

8. W3papenuatr YEM ce nybnukyBa B nogabpXxaHuma ot StamplT ny6anyeH
perncTbp.

6.5 WHdpopmaumuna, BnucaHa B YEN

AboHaTbLT € AnbXeH ga cbbntogaBa 3a BEPHOCTTa Ha nNpefocTtaBeHaTa MHdopMauus,
ha yeegomsaBa StamplT 3a BCAKaAKBM MPOMEHW, HACTbNUAU cnen ninasaHe Ha YE um
Aa nojape McKkaHe 3a npekpaTtasaHe Ha YEIN npu Hannume Ha NpOMEHN B AaHHUTE U

obcrosTencreara, Bnmcanm B YEI.

Cnepn nonydyaBaHe Ha CMapT KapTaTa, KbAeTo Ce CbXpaHsBa YaCTHUS KJo4Y, Kopec-
noHaupaw, Ha nybnunuHusa ka4, BkAwdeH B YEMN, aboHaTuTe HOCAT NbjHA- Ta
OTFOBOPHOCT 3a npeaoTBpaTsABaHe Ha KoMmnpomeTupaHe, 3aryba, paskpuBaHe,
mMogmduumpaHe MM Apyro HeOTOPU3MpPAHO WM3MNON3BaHE Ha TEXHUS YacTeH KIou.
Mpn Hanuune Ha CbMHEHWS OTHOCHO HacCTbMBaHe Ha HAKOe OT NMOCoYeHuTe CbbuTus,
CBbp3aHM C KOMMPOMETMpPaHe Ha 4YacTHMS Kitod, aboHaTuTe ca ANbXHM ga nogaaatr
MCKaHe 3a npekpaTtaBaHe Ha YEIT.
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6.6 Cnucok c npekparteHu YEIN (CRL)

StamplT nogabpXa U akTyanm3mpa Ha BCEKM TpU 4vaca Cnmcbka c npekpaTteHuTte YEI
(CRL), KOUTO e ny6sanyHo OOCTbIMEH Ha agpec
http://www.StampIT.org/crl/StamplIT.crl

Monutuka 3a NnpepocrtaBsHe Ha yaocToBeputenHu ycnyrm - StamplT Object Certificate  Bepcus 2.0

6.6.1 Mpodwmn Ha cnucbka c npekparteHn YEM:
StampIT CRL
Version Version 2
Issuer Name CN StampIT Domestic CA
C BG
0 Information Services PIc.
ou StampIT
Effective date [Date of CRL issuance]
Next Update [Next update]
Signature algorithm Shal/RSA
CRL Number [CRL number]
Authority key identifier [Issuing Authority Key ID]
Revocation List CRL Entries
Certificate Serial Number [Certificate Serial Number]
Date and Time of Revocation [Date and Time of Revocation]
Reason code [Revocation reason code] (optional)
6.6.2 KopoBe 3a cnupaHe/npekpataBaHe Ha YE:

1. Key Compromise - KOMMNpPOMETMpPAH € 4YaCTHMS K4, CbOTBETCTBALL Ha
ny6nyHMs KoY, BKJOYEH B CbAbpXKaHueTo Ha YEN, cnegoBaTten- HO HAMa
OCHOBaHuSA 3a goBepsBaHe Ha To3un YEI.

2. CA Compromise - KOMMPOMETMPAH € 4YacTHMSA KoY Ha YAocToBepsiBalms
opraH, KOWTO ce u3rnonsea 3a noanuceaHe Ha YEI Ha aboHaTuTeE.

3. Affiliation Changed - npoMeHu B ApYXeCTBOTO/CAPYXEHMETO — CYDEKTHT,
BnucaH B YEI Beye e C NpOMEHEH CTaTyT NO OTHOLUEHME Ha PUAN- YECKOTO
nvue.

4. Superseded - YEI e 3amecTteH oT apyr YEN.

5. Cessation of Operation - npekpaTteHun ca AelHOCTUTE, CBbpP3aHU C NbPBO-
HayanHoTo n3gasaHe Ha YETI.

6. Certificate Hold - pgeiictBneto Ha YEM e cnpsHo (YEM e HeBanugeH B
MOMEHTA).
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